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I MS Exchange Plug-In Overview

This manual describes how to back up and restore MS Exchange databases and
mailboxes using the MS Exchange Plug-In. It discusses strategies and best practices on
how to configure and optimize the Disaster Recovery mode of this Plug-In. It also gives
strategies for optimizing MAPI mode.

The “Agent for Microsoft Windows User’s Guide” has information on installation of the
Agent and Plug-Ins, and Agent configuration.

The “CentralControl Operations Guide” (Windows or Web CentralControl) has detailed
information on Agents, Backups, Jobs, Scheduling, Safesets, Options, Logs, Security and
Troubleshooting.

.1 Features

Exchange 2007

Support has been added for MS Exchange 2007 DR and MAPI backup and restore
functionality. Backup and restore of MS Exchange 2007 (SP2) is supported on MS
Windows 2003 and on Server 2008 64-bit

Exchange 2007 can now be backed up with a 64-bit Agent using VSS (Volume Shadow
Copy Services). This applies to new VSS Jobs only. DR continues to be used with existing
Jobs and other systems.

Parallel Backups

When an Exchange DR 2003/2007 server has multiple Storage Groups, it is now possible
to put the different Storage Groups into separate Jobs. The Jobs may then be run
simultaneously.

In previous versions of the software, there was an artificial limitation that prevented two (or
more) backup Jobs from running simultaneously on the same Exchange Server.

Exchange 2003/2007 Backups

It is now possible to back up with Exchange 2003 and then restore to an Exchange 2007
server. That is, you are able to back up/restore to a higher version of Exchange.

In previous versions of the software, there was an artificial limitation that prevented this.

Enhancements

¢ Mailbox Active Directory names are now the same as those displayed in the
Exchange System Manager Console (see section 2.5 for upgrade details).

e Better performance by allowing Exchange mailbox backup without pre-scanning.

e The user can select groups of recipients for mailbox backups. These groups can
support "wildcards".
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e Users can exclude mail messages, and new options for "Contacts" and "e-mail
messages" in the MAPI options (see section 6.1.3).

e Exchange MAPI now supports Unicode UTF-8 for Backups and Restores.

CentralControl

Windows CentralControl and Web CentralControl can control the Exchange Plug-In on a
32-bit or 64-bit Agent system.

1.1.1 Clustering

On the Windows 2003 Enterprise Edition, and Windows 2008, it is possible to create a
two-node cluster for the Exchange 2003/2007 Enterprise Server.

Clustering is supported for Windows Agents, with a separately licensed Cluster Support
Plug-In. The main function of the Cluster Support Plug-In is for the Agent on an MS
Exchange Server, which has a virtual IP address in the cluster, to be able to follow the
server when it fails over to another node in a cluster.

The Agent can still access its configuration (on a shared drive), and scheduled backups
will occur as usual, without it looking like a "different" backup and causing a reseed.

The “Agent for Microsoft Windows User’s Guide” has information on installing and
using the Cluster Support Plug-In.
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1.2 Backup Methods

The MS Exchange Plug-In supports three methods of online backups and restores. Most
MS Exchange Plug-In users would regularly schedule DR (disaster recovery) backups to
protect their MS Exchange and also schedule specific MAPI backups for quick restoration
of important individual mailboxes and folders. These backups can be performed on
different schedules.

DR backups are faster, but you cannot as easily recover a single mail message or
mailbox. MAPI backups are considerably slower, but allow you to selectively choose what
to recover. Normally a DR backup is done to recover everything, in case of a disaster.
MAPI backups are done to recover mailboxes or messages when needed.

The Volume Shadow Copy service (VSS) feature in Microsoft Windows Servers can be
used to create applications that back up and restore Microsoft Exchange Server 2007.
VSS provides an infrastructure that enables third-party storage management programs to
cooperate in creating and managing shadow copies. Solutions based on this infrastructure
can use the shadow copies (or mirrored copies) to back up and restore one or more
Exchange Server 2007 databases.

VSS backups apply to new Jobs on Exchange 2007 with a version 6.5 or greater Agent.
The Exchange VSS Plug-In is installed along with the existing DR and MAPI during new
installs and upgrades.

Disaster Recovery (DR)

Disaster Recovery (DR) backups are full backups of MS Exchange. These backups are
used in case of a total loss of data in MS Exchange (i.e.: a disk crash, or other
catastrophic damage to the system). This method essentially backs up the entire MS
Exchange database. The MS Exchange Plug-In refers to this option as MS Exchange
Server (Database backup only).

VSS Backup

Exchange 2007 only supports a 64-bit Operating System. The Exchange VSS Plug-In
supports backups and restores on the 64-bit versions of Windows 2003 and Windows
2008.

The Exchange VSS Plug-In uses the same license as Exchange DR. It does not require
changes to the Vault.

Mailbox Level (MAPI)

This method is used for mailbox-level recovery. It interfaces with the MS Exchange MAPI
(Messaging Application Program Interface). It is user-configured to back up selected items
(mailboxes and folders) within the database. The MS Exchange Plug-In refers to this
option as MS Exchange Server (Mailboxes and Public Folders only). These backups
are normally used for recovering data accidentally deleted, or that require specific backup
uses (i.e.: retention for legal restrictions).

Note: To protect your MS Exchange, it is a necessary “best practice” to back up your MS
Exchange using DR (disaster recovery) or VSS (where applicable). Only a backup done
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by DR or VSS can restore MS Exchange (NOT a MAPI backup). A MAPI backup is user-
configured to back up selected mailboxes and folders only.

1.3 MAPI Backup and Performance Considerations

Performance Considerations:

An important difference between backing up the MS Exchange DR (disaster
recovery module) and backing up specific mailboxes or folders (MAPI) is that it
takes four to eight times longer per gigabyte to perform backups at the mailbox
level. This is primarily because Microsoft optimizes the backup protocol for
backing up the entire DB, rather than backups at the mailbox or folder level. Also,
for mailbox and folder-level backups, a pre-scan is required, which can slow the
process. A slower backup process may or may not influence your backup selection
depending on your specific situation.

MAPI| Backup Considerations:

Due to limitations using MAPI to back up large numbers of users, messages and
volumes of data — the limit is approximately 400 MB/hr — it is recommended that
users do not attempt to use the MAPI backup option to back up more than
approximately 100 mailboxes per Job, with a total of 400,000 to 500,000
messages, or more than 50 GB of data, in total.

However, to speed up the backup process it is possible to use two MAPI Jobs at
the same time. One could be used to back up Public folders, for example, and one
could back up Recipient folders.
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1.3.1 Other Exchange Considerations

1. The situation: You are running incremental backups, using separate Jobs, in the
same Storage Group. The first Job does a full backup, then an incremental. The
second Job does a full backup, then an incremental. The first incremental backup’s
pointers are now invalidated by the second incremental backup, because both
Jobs are sharing the same incremental pointers/markers.

The second Job can be restored, but the first will give errors, if you try to restore it,
because it is trying to use the markers from the last incremental backup, which
belong to the second backup. So, the roll forward option cannot be used in this
case for the first Job.

Following is an example of steps that can cause this situation:
a) Launch a full DR backup of your store.
b) Launch a MAPI backup of your store.

¢) Once both of the above backups are completed, restore the MAPI backup
(but only restore a single mailbox to create a few transaction log files).

d) Once the MAPI restore is complete, Dismount the store and attempt a DR
restore of this store with the "roll forward" and "hard recovery" options
selected.

e) Restore will complete, but the playback of the logs fails (see Event Viewer).

Use separate Storage Groups, do everything in the same Job, or keep track of
which incremental backup was last done.

2. The situation: An Active Directory user has login disabled. The MAPI backup
attempts to open the mailbox and receives a “failed to open mailbox”, and “error
logging to mailbox ...” errors. This is a limitation on MAPI requirements.

As a workaround, establish login hours for the user so that the backup can access
the mailbox.

3. The situation: When backing up MS Exchange Mailboxes, and Public Folders, you
can select several options (Back up Email Messages, Calendar, Notes, Tasks,
Contacts, etc.). Note the following conditions for Mailboxes and Public Folders:

Without Messages selected, you are unable to back up attachments, or messages
from any folder, with the exception of special Outlook items (which are provided by
other check boxes).

The selection of Outbox Folder, Sent mail, or Deleted items is not valid without
something from above selected for backup (Messages, Notes, etc.) depending on
what you are trying to back up in these folders.
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|4  About this Guide

This guide is intended to be used in conjunction with other manuals that describe the
Windows Agent, and the CentralControl.

1. CentralControl Operations Guide — This manual starts with a brief overview of how
the products work. The chapters in the manual cover the following topics:

Installing the main CentralControl software (GUI).
e Using the CentralControl GUI — Workspace, Agents, Agent Configurations, Jobs,
Safesets, Catalogs and Log files.
o Performing backups — Types, Seeding, Mapped drives and databases, Options,
Tape, Retentions, Notification, Expiration, Scheduling and Ad-hoc (on demand)
Backups.
Report Logs — Creating and Managing Log files.
Data Security — User Authentication and Encryption.
Open File Backup — Shared files, OTM, and OFM.
Troubleshooting and Command Line Interface.

Agent for MS Windows User Guide

N

Agent for Windows Install

Using the Agent for backups and restores
Windows Systems Recovery

Cluster Support Plug-In

Release notes

A Release Notes text file, contains “up to the minute” information on the released product.
Release Notes contain an overview of new features, any known defect (bug) fixes
incorporated since the last release, a description of any known issues, and a section on
product support. Release Notes are available from your service provider.

Online Help

The CentralControl application (Windows CentralControl or Web CentralControl) provides
online help, which contains information similar to the contents of this User Guide.

There is also context sensitive “What's This” help on each Windows CentralControl GUI
screen. You can access the context sensitive “What’'s This” help by clicking the Help icon
(question mark) in the Windows CentralControl application. Note: If the Windows
CentralControl F1 Help screen is open (even minimized) the “What’s This” help will not be
active. The F1 help must be closed for the “What’s This” help to function properly.
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2. Installing the MS Exchange Plug-In

The MS Exchange Plug-In is installed during the Windows Agent installation. See the
Agent for MS Windows User’'s Guide. The Plug-In can be installed when installing the
Agent or it can be installed later, by re-running the installation with the Modify selection.

The Cluster Support Plug-In can be installed the same way.

The Exchange VSS Plug-In is included with the 64-bit version of the Server Agent kit. It
will be installed when the Exchange option is selected. This is in addition to the existing
DR and MAPI Plug-Ins. The Plug-In will also be installed when upgrading from an older
Agent version that has Exchange DR installed. The Exchange DR Plug-In will continue to
be installed to support existing DR Jobs that cannot be upgraded, and for use with older
versions of Exchange.

During uninstall, the Server Agent kit will remove the Exchange Plug-Ins.

For supported Director, Web and Windows CentralControl versions, see the Release
Notes.

Custom Setup %. b

Select the program Features yvou want installed. ‘ -

Click an an icon in the lisk below ta change how a Feature is inskalled,

=F : DEscript
_________ &3 +| Backup Agent eature escription .
_________ :]T et Aesibant The Exchange DR, Plug-in backs

A— i Lot ] ) up entire Exchange DBs, The

""""" X_~| Cluster Suppart Plug-in Exchange: Plug-in (MAPT and DR}
-------- =3 ~ | Exchange Plug-in (DR and M&PT) backs up Exchange at the
......... % - | Oracle Plug-in mailbox or DE level,
--------- ¥+ | sharePoint Plug-in This Feature requires Z1MB on
......... % = | S0L Server Plug-in wour hard drive,

Installshield

Help < Back I Mexk = I Zancel

Figure 1. - Select Installation Features

Note: Exchange DR only (MAPI is not supported on Windows Small Business Server
2003).
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2.1 Backup Account and MS Exchange Mailbox Creation

The Administrator/Installer needs to create a separate Windows account and MS
Exchange Mailbox that is used for the purpose of running the backups.

e, [he administrator performing the installation of the MS
Note J Exchange Plug-In requires sufficient access to create a

Windows user account, assign administrative group
membership. As well, the administrator needs sufficient
rights within the MS Exchange organization to create a
mailbox and assign administrative/owner access to it.

The following steps must be completed successfully in order to pass the profile validation
test provided with the MS Exchange Plug-In and use the Plug-In to back up your MS
Exchange server. They are described in detail in this chapter.

Create a Windows account

Create an MS Exchange mailbox

Assign MS Exchange privileges

Create a MAPI profile

Create a Mailbox and Public Folder backup Job

moow>»

These steps are different, depending on combinations of:

MS Exchange 2003/2007 on Windows 2003/2008 (see section 2.2.1)

Once these steps have been successfully accomplished, you can install the MS Exchange
Plug-In. You must also enter the license information to complete the installation.

Installing the MS Exchange Plug-In Page 14 of 95



MS Exchange Plug-In 6.7 User Guide

2.1.1 MS Exchange 2003/2007 on Windows 2003/2008

In each of the steps outlined below, each one must complete successfully before the next
step is begun.

A. Create a Windows account

1. Using Active Directory User and Computers MMC snap-in on the MS Exchange server,
create an account for the MS Exchange Plug-In to use. Make it a member of the following
groups:
e Administrators
Domain Admins
Domain Users
Enterprise Admins
Group Policy Creator Owners
Schema Admins

Mew Object - User X

Q' Cresteinc  2kistcom/lsers

First name: 1EE wchakge rakrats: i

Lagt name; |

Full narme: IEE xchange

Lizer logon name:

FEE nch I @Zktst, com LI
Uzer logan name |pra-windows 2000]:
|2r=:rs i [E=ch
Back Mew > Cancel

Figure 2. - Create a new Windows user account

Note: MS Exchange 2007 MAPI Account and Profile creation is done through the
Exchange Management Console and requires installation of the MAPI Framework
"Microsoft Exchange Server MAPI Client and Collaboration Data Objects". Mailbox
creation in Exchange 2007 is done through the Exchange Management Console. The
steps for MS Exchange 2007 MAPI Account and Profile creation remain analogous to the
steps that follow.
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New Dhject - User x|

g' Createin:  2kkstcom/Users

Pazzwiord: |

Canfirm pazsward: I

[T User must change pazsword abnest lngon

v Uszer cannot chiange password

¥ Pazsword never expired

[T Account is dizabled

¢ Back I Mewt > I Cancel |

Figure 3. - Assign password and other account settings (optional)

Mew Object - User )

g' Create i 2kistcom/dsers

W Cieate an Exchange malbos

Aliasr
|Em:h

Server
INew Orgarezation Mame/First Administiative Group/E2ETST ;‘

¥l ailbo Skone:
|First Storage Group/Malbox Store [EXZKTST) =]

< Back Hewt > Canecel

Figure 4. - Create an MS Exchange mailbox
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New Object - User |

g' Create i 2kistcom/Users

Wwhen pou cick Finish, the following object will be created:

Full nams; EEschangs
U zer looon name: EExch2ktst com

The uzer cannot change the password,
T he paszwond never expires.

A Microsolt Exchiange mailbox will be created on;
EXZKTST/First Storage Group/Mailbox Store (EX2KTST)

Figure 5. - Verify user information is correct

Lok in:: l@ kst com j

M ame | I Folder | ﬂ
m Enterprise Admins Zktst.comdUsers
fﬁ Cert Publizhers ktst.comdUsers
ﬁ Drarnain Adrmits 2ktst comdl sers
ﬁ Domair Users Zktst.comdU sers J
ﬁ Dormnain Guests Zktst.comdUsers
ﬁ Group Policy Creator Dwners 2ktzt comsers
fﬁ Dzl pdatePromy 2kt$t.|:u:||_'n.-"l__| 5813 ;I
&dd | Check Mames
Domain Admins

Figure 6. - Assign Windows Group Membership to the account
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2. If the Exchange Server is also a Domain Controller use the Domain Controller Security
Policy MMC snap-in. If not, use the Local Security Policy MMC snap-in. Grant the
following user rights to the Windows account created for the MS Exchange Plug-In
(created in 1 above): “Act as Part of operating system, and “Log on as a service”.

&3 Domain Controller Security Policy =101 %]
J fickion  Wiew |J o = | | 7~ |@

Treel Policy ¢ -
(B3 Windows Settings - .ﬁ.n:-:ess this carmputer From the network

E@ Security Settings :Ack as part of the operating system
-2 account Policies .ﬁ.u:lu:l wtkstakions to domain
Elg Local Policies Ba-:k up files and directories |
Audit Policy Eiypass kraverse checking
£ User Rights Assignment ] change the system time

- [ zg Security Options 2] Create a pagefile

ﬁ Event Log 8] Create a token object

@ Restricted Groups Create permanent shared objects
@ Syskem Services | | Del:uug programs

-8 Registry Denw;.-' access ko this computer from the network

% :lilf-yiffnnﬁn.-aw - Denw;.f logon as a batch job -
1] | 2[4 | r

Figure 7. - Assign User Rights

Security Policy Setting o 2| x|

L__Tﬁ At az part of the operating system
=

¥ Define these policy settings:

2KTSTAEVIE xch

Add... Remove

ok Cancel

Figure 8. - Add Security Policy settings
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3. In the Local Security Settings MMC snap-in, go to Security Setting/Local Policies/User
Rights Assignment. Confirm that the account created for the MS Exchange Plug-In has
the “effective” policy setting in place for the rights assigned in 2 above. There may be a
delay before the “effective” local policy settings become active. The delay will depend on
the Active Directory topology and replication settings.

B. Create an MS Exchange mailbox for the account

If the MS Exchange account was not automatically created when the Windows account
was added, use the Active Directory Users and Computers snap-in, MS Exchange Jobs
option form the Actions menu. Create the MS Exchange mailbox for the MS Exchange
Plug-In to use

New Dbject - User T ﬂ

g Crestemc  Zkitst com/Uszers

Fust name: |Exl:ha-'g-e Irstials |

Lazt name |

Full name | Exchange

User logon name:
!vIrE:m:h ;@L’Rl:r com _:_]

Uses lagon name [pre\Windows 2000]
[2KTSTY [ VExch

I Mext » I Cancel

Figure 9. - Create an MS Exchange mailbox

C. Assign Delegate Control within Exchange

The MS Exchange mailbox (created in B) must now be granted administrator access to
the mailboxes that will be backed up using the MS Exchange Plug-In. Depending on the
complexity and security in place within the MS Exchange organization, this administrator
access to mailboxes can be granted at different levels in the MS Exchange hierarchy, and
will be automatically inherited down. If the entire MS Exchange organization is controlled
centrally, administrative access could be granted at the Organization level. In this example
access is granted at the Administrative Group level, providing access to all the storage
groups contained within that Administrative Group.
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1. Using the Microsoft MS Exchange System Manager utility select the appropriate
object in the MS Exchange organization and from the Actions pull-down menu

select Delegate Control.

f= Exchange System Manager - | Ellil
J% Console  ‘Window  Help |_|- =1 ﬁ”

o= | an XFRBE|2

J ackion  View

Tree I First Administrative Group

% Pastry Skare (Exchange) Mame I
%’Servers

-4 Global Settings
- [ Recipients TLyRouting Groups
EI{:l Adrinistrative Groups @,ﬁ,dvanced Security
B Frirst Administrative Groul IR TN
B Servers
Eﬁ Riouting Groups
- Advanced Security
]ﬁ Folders

-4 Tools

1] | ]

Figure 10. - MS Exchange Administrator

2. From the list of users and groups select the MS Exchange mailbox created for use
with the MS Exchange Plug-In. Click OK.

L Select Users, Computers or Groups _ﬂ_x_l

Look i |& Entwe Directory ¥
Name |in Foides [=]
€ Auchive Maibox (Archive Malbox@2ktst com)  2ktst com/Users

€ o2k test] (a2 test1 @2ktst com) Zkist com/Users

e MCriaa Sk bst Cor

mEveqmne
]m[redm Owener
mrlnnlnr e

Marre: I
oc ]

Figure 11. - Select Users, Computers or Groups
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3. Under Role, ensure that Exchange Full Administrator is selected from the pull-
down menu. Click OK, Next, and Finish.

Delegate Control 1

Group recommended] ar User:

|2KT5TxEv|tEHch Browse.., |

Role:

| Ewxchange Full Adminiztrator LI

i~ Hole dezcnption

The selected group or uzer can fully administer Exchanoe system
infarmration and modify permissions.

Qk. Cancel

Figure 12. - Delegate Control - completed

D. Create MAPI profile

For the MS Exchange Plug-In to function a MAPI profile must be created on the MS
Exchange server computer that will run the Plug-In software. In addition, because MAPI
profiles are user specific the following steps need to be executed directly on the MS
Exchange server computer itself.

1. Logon directly to the MS Exchange server computer using the Windows account
created for the MS Exchange Plug-In to use. This is the account created in A.

2. Using the Microsoft Profile Manager 2.0 utility create a new MAPI profile for the
user account.

g5 MAPI Profile Manager 2.0

File Edit MNew Help

@& &9 X |

=-@  administrator Propett | Type
Eg Microsaoft Exchange Server
n@ Administrator
- u® Mailhox - Administrator
‘Q Microsoft Exchange Direckory Service

Bttt o x|
Prafile Name:

INew profile
Cancel |

|
Figure 13. - New Profile — Profile Manager

3. Add the MS Exchange Server service to the MAPI profile by selecting New/Service
from the Profile Manager toolbar. Select MSEMS (Microsoft Exchange Server)
from the list of providers.

Installing the MS Exchange Plug-In Page 21 of 95



MS Exchange Plug-In 6.7 User Guide

Add Service

Avalable Service Providers:

]
S Abbr. | Long M ame - k. I

Microzoft Exchange Server

MSPST AR Personal Address Book, Cancel
MSPST M5 Perzonal Folders | |

COMTAR Outlook, Address Boak

[hAAIL Interret E-mail

A FdE Microzoft Fax

MFFS Microzaft M ail x
1 | »

Figure 14. - Add Service provider

4. Enter the name of your MS Exchange server in the MS Exchange Server field and
the name of the MS Exchange Plug-In mailbox (created in B) in the Mailbox field.

5. Click the Check Name box and ensure the profile validates. If the MAPI profile
does not validate properly, check the setting on the General property page. Retry
the validation.

Microsoft Exchange Server ﬂ

General I.-’-'-.dvanu:ed Dial-lp Metwaorking | Remaote Maill

bicrozoft Exchange server:

|<E:-:|:hange Server Mame?

b ailbno;
IEvItE wch Check Mame |
—%When starting

& Automatically detect connection state
" Manually control connection state

[T | Chooze the connection type when starting

[Nefault conmection state
¥ Connect with the netwaork

£ wiork offline and use dial-up networking

| I Seconds Until Server Connechion Timeaut

k., I Cancel Apply Help

Figure 15. - MS Exchange Server and mailbox name
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~1olx]

File Edit MNew Help

@ % K |a

= administrator Property | Type | Value |
E@ Microsoft Exchange Server PR._DISPLAY MAME PT_STRINGS Microsoft Exchange Server
--u Administrator PR_SERWICE DLL_MAME PT_STRINGS emsui.dl
ol Moo - Adrr PR_SERVICE_ENTRY_MAME  PT_STRINGS EMSCfg
i 3 : | PR_RESOURCE_FLAGS PT_LONG 2
g ;Eicfiztldlz:rzhange Directory Serv | or “SFRVICE SUPPORT FILES PT_MV_STRINGS 3 :emsui,dl ;;emsabp.dl ;jer
PR._SERNVICE_MNAME PT_STRINGS MSEMS
PR._AB_PROVIDERS PT_BIMARY cb: 16™pb: 6E 5237 30BC ¢
PR_STORE_PROVIDERS PT_BIMARY cb: 32%pb: 15 18 1D 61E5
PR._SERVICE_EXTRA_UIDS PT_BIMARY cb: 16™pb: 13 DB BO C8 AA
PR_CBJECT TYPE PT_LONG 9
0x00003012 PT_STRIMGS administrator
Ready 4

Figure 16. - Results — Profile Manager

2.1.2 Configuring the MAPI Plug-In for Exchange 2007 on Windows 2003/2008 Server

There are possible setup issues when you use the MAPI Plug-In on Windows 2003 or
Windows 2008 (including the SCC, SCR, LCR and CCR environments). Special steps are
required to prepare Exchange 2007 on a Windows 2003/2008 server to operate with the
Exchange MAPI Plug-In.

NOTE: A public folder database must exist in the Exchange environment.

1. Uninstall Outlook and MAPI Client and Collaboration Data Objects (CDO MAPI)
framework if they are installed.

2. Install the latest CDO MAPI framework.

3. (This step applies to systems with IPv6 enabled) Disable IPv6: Steps outlined in
Microsoft article: http://technet.microsoft.com/en-us/library/bb629624.aspx

4. Create a MAPI profile with ProfMan.exe. Use the "Check Name" button to make sure
the Exchange server name (not the IP) gets resolved.

5. Use the MFCMapi.exe utility to verify that the MAPI framework is working.
a) Open MFCMapi.exe. Click on “session”.
b) Select “Logon and display store table”.
c¢) Verify that the MAPI framework is working.

6. Proceed with the MAPI Plug-In installation.

Post-Install Note: If the Quick Test fails, apply the following:

1. Open regedit.
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2. Stop at:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangelS\Parameter
sSystem

3. Add new key:
Name: Enable Remote Streaming Backup
Type: DWORD

Value: 1 = remote backup enabled
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2.2 Testing the MAPI Account

To properly use the MAPI backup function of the MS Exchange Plug-In, you must create a
profile that the backup can use to access all user folders and mailboxes to which you have
access rights. But before you run a backup Job, it is important to check to ensure that the
backup Job can access all those folders and mailboxes. If not, some or all of the
mailbox/folder backups could fail.

1. The first screen shows you the list of settings that will be verified:
e MS Exchange Version
e Domain/User Name and password
e MS Exchange Organization/Site/Server information
o MAPI profile exists

If any of these are not verified properly, an error message is presented. You can
return to the Options screen to correct any information. When the data is OK, click
Next to continue.

2. The second screen lets you select either a random sampling test (faster) or a
complete test that checks every folder/mailbox. Normally a random check would
suffice. If any of these tests fail, you can return to accounts, privileges, and profiles
to correct any information. If the tests complete without errors, it means the profile
with permissions should be able to access all the mailboxes/folders. You are
returned to the Options screen that started the test.

3. To monitor progress a Verify Progress screen shows you the status of each check.
If there are more than 50 errors the verification will halt. It assumes that there are
more errors than “normal”. The problem should be corrected and the verification
restarted.
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2.3 Exchange Plug-In Licensing

MS Exchange Plug-In requires a separate license. If you are connecting to a Vault that is
version 5.53 or above, the license will be automatically supplied from the Vault.

See the Agent User Guide or the CentralControl Guide for more information on licensing.
To apply a license if the Vault is previous to version 5.53, you first install MS Exchange

Plug-In, then enter and validate the license from CentralControl, under Agent
Configuration, Plug-In tab.

24 MAPI Plug-In Options

Also, under the Agent Configuration Plug-In tab in CentralControl, there is a “Plug-In
Options” button.

Here you enter the credentials to access the user profile used to back up the Exchange
data.

i —————— = ——— ]

Fum a

Dlomain |"'7-"" Click "OK" here,
and then click
Eschangs prokie “Set” in the

Picfie name: £ £ change et previous Plug-In

screen to save

| —e—t all entries.

Figure 17. - MAPI Plug-In Options

This information must be updated every time you change Windows or MS Exchange
settings.

Note: When you have entered the account and profile information in the Options screen,
you must click the “OK” button to retain that information. Then, when you are back in the
Plug-In screen, you must click “Set” to save everything.

The “Test” button checks to ensure that the MAPI backup can access all the folders and
mailboxes to which it has rights. First you are shown if the MS Exchange information is
correct (“OK”) and if the profile exists, and the backup account has the correct privileges.
Then you may select a verification test, either short (random sampling), or full (complete).
If this program produces any errors as it monitors the progress, you should go back and
check Exchange, MAPI, and the parameters, and then retry. See the section in this
manual on “Testing the MAPI Account”.
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2.5 Notes on Upgrading the MAPI Agent Plug-In

Mailbox Active Directory hames are now the same as displayed in Exchange System
Manager Console. Note that this may cause a reseed if the names get changed.

During the MAPI upgrade, an attempt will be made to automatically replace older MDB
mailbox names (used within existing Backup Job selections) with Active Directory names
used by Exchange System Manager Console. However, if there are wildcard selections in
your MAPI Jobs, and some names do NOT coincide with the new Active Directory names,
a pop-up will appear. Click on "View details" to see the Upgrade.log showing which
recipient’s mailboxes will not be selected or will be added. If you proceed with the
upgrade, you can later manually change the backup Job to correct wildcard selections as
shown in the log.

Note: You will not see this pop-up if all MDB names are successfully replaced with Active
Directory names.

" < —

Flease naoke:

The MAPI upgrade has made an akttempt ko automatically replace older MDE mailbox names (used
within existing Backup Job selections) with Active Directory names used by Exchange Swstem
Manager Consale,

However, due ko the wildcard selections in wour MAPI jobs, some names do NOT coincide with the
new fckive Directory names. Click on "View details" ko see which recipient’s mailboxes will nok be
selected or will be added. If vou proceed with the upgrade, you can later manually change the
backup Job to carrect wildcard selections as shown in the lag,

[T Iwank to proceed with upgrade of this Agent.

Wiew Dekails | Mesk | Cancel

Figure 18. - MAPI Job / Agent Upgrade
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Upgrade.Log Sample:

Feb12
Feb12

Feb12

Feb12

Feb12

Feb12

Feb12

Febl12

Feb12

15:37
15:37

15:37

15:37

15:37

15:37

15:37

15:37

15:37

AGNT-1-4314 Agent Version 6.72.1071 Feb 8 2010 17:51:19
UTIL-W-8227 Your wildcard selections on agent "ALONEEXCH" for
Exchange MAPI1 job "mapi_B'" cannot be completely converted.
After upgrade your selections will differ as follows:

UTIL-W-8258 added: qql (bl (another.First Storage Group
-ALONEEXCH.Users.LoadGen Objects.VMEXCHANGE.COM))

UTIL-W-8258 added: g2 (b2 (another.First Storage Group
-ALONEEXCH.Users.LoadGen Objects.VMEXCHANGE.COM))

UTIL-W-8260 Note: "Skipped" recipients were protected by this
Job before upgrade,Added" recipients have not been protected
with this Job before the upgrade

UTIL-W-8227 Your wildcard selections on agent "ALONEEXCH" for
Exchange MAPI job "mapi_Q" cannot be completely converted.
After upgrade your selections will differ as follows:

UTIL-W-8257 skipped: qgl (bl (another.First Storage Group
-ALONEEXCH.Users.LoadGen Objects.VMEXCHANGE.COM))

UTIL-W-8257 skipped: gq2 (b2 (another.First Storage Group
-ALONEEXCH.Users.LoadGen Objects.VMEXCHANGE.COM))

UTIL-W-8260 Note: ''Skipped" recipients were protected by this
Job before upgrade,'Added" recipients have not been protected
with this Job before the upgrade
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2.6 Administrator Mailboxes in Child/Parent Domains

Unigue Name Scenario (Default):

Exchange Servers may exist in parent/child domains. The simplest approach to using
multiple users here is to create separate, uniquely named users for each domain where
an Exchange Server exists. Then assign the necessary rights (Exchange Full
Administrator rights — see Section 2.2 for more information) to the user, and create a
MAPI profile for it. Use these credentials to configure the MAPI Plug-In.

Same Name Scenario:

It is also possible to have multiple mailboxes with the same (non unique) alias name in
several sites or Administration groups within an MS Exchange organization. There may be
a situation in a child/parent domain where each domain has an Administrator. Both have
the same user name, and have their own (same name) mailboxes on their own server.
Problems may arise with the name duplication.

The Administrator on the parent domain can create a profile on the parent MS Exchange
server. But if you try to create a profile with the Administrator on the child domain MS
Exchange server, you may receive an error message that you do not have sufficient
privileges. You also, from the child domain, might not be able to use the Administrator for
the parent domain.

If such a situation occurs, the following is a way to resolve the naming conflict so that
MAPI backups can function properly. The name <user> is the same in all cases here.

1. Create a user <user> on the child domain.
2. Create a user <user> on the parent domain.
3. Create a profile called <user> on the child domain MS Exchange server. Point it to
the child MS Exchange server, and <user> mailbox.
4. Create a profile <user> on the parent domain MS Exchange server. Point it to the
parent MS Exchange server, and <user> mailbox. During this operation you will be
prompted to choose <user> from the child domain or parent domain. Choose the
parent domain.
Click OK to complete the creation.
Enter the following into the MS Exchange Plug-In section:
On the child domain MS Exchange PC:
user name = <user>, domain= child domain, profile=<user>
On the parent domain MS Exchange PC:
user name = <user>, domain= parent domain, profile=<user>
7. Both Plug-Ins should now be configured to use the same <user> mailbox, with the
same <user> profile, but with different domains.

o u
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3 Performing Backups

To back up your MS Exchange Server you will first need to, add a new Agent, create a
new Job using the MS Exchange Server (database backup only) type, and then
schedule that Job to run. This first backup, of your MS Exchange is forced to be a “seed
backup, even if “incremental” is selected. By default, all future backups are Incremental
transaction logs only.

You can also perform backups for selected Mailboxes and Publics folders only. For this
selective type of backup, you create a separate Job using the MS Exchange Server
(Mailboxes and Public Folders only) backup type.

It is helpful to clarify the backup terms used by the MS Exchange Plug-In.

Seed: The “first” backup that is performed is referred to as a seed and is a complete
backup of selected MS Exchange database. However, a seed is not a selectable type
of backup. The seed is created automatically as your “first” backup whether
Incremental or Full is selected as the backup type. The seed usually takes the
greatest amount of time to complete.

Full: Full refers to how it performs its Full backup type. This reads all the information
on an MS Exchange Server. The backup type Full, using a Delta (changed data)
technique, backs up and optimizes all the changes in your MS Exchange (.edb, .log,
etc.) that have occurred since the last backup. This data is added to the original
safeset to complete the entire backup safeset. Using Full with the Delta technique
saves a great deal of time, as only changes are transmitted to the Vault. It is
recommended to periodically schedule a full backup as this will reduce the size of the
log files, which in turn will reduce the time required for a recovery if needed.

Incremental: Incremental backups are transaction logs only. To produce a complete
picture of the up-to-date MS Exchange database the incremental transaction logs are
added to the safeset. Incremental backups take the least amount of time to perform.
During a restoration, the log files will be played back to achieve the most up to date
restore since the last backup.

' When backing-up MS Exchange DB it is recommended
i J not to use Open Transaction Manager™ or Open File

' Manager™. The backup does not benefit from OTM or
OFM, in this case. Also, using OTM or OFM slows down
the backup.
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The following points apply to DR and/or MAPI backups:

All MS Exchange services remain operational while backups occur.
For MS Exchange Server 2003/2007 the stores remain mounted.
Always perform a Full backup after database maintenance or restoration.

Always perform ‘full system backup (including a system state backup)’ + ‘full MS
Exchange backup’ every time you install new hardware/software. Having these
backups will significantly simplify bare-metal restorations.

It is recommended to split big MAPI Jobs into smaller Jobs. They can run
simultaneously. One can be for Public Folders, another for important mailboxes,
etc.

DR only: It is now possible to put different Storage Groups into separate Jobs and
back them up simultaneously.

Caution: Separate Jobs should be created for each storage group or for a selection of
non-overlapping storage groups. For example, if a Job DRSG123 is created to back up
storage groups 1, 2, and 3, then another Job should NOT be backing up either storage
group 1, 2, or 3.

DR only: The MS Exchange option "Circular Logging" must be disabled and at
least one Exchange DR Full backup needs to complete in order to permit
Exchange DR Incremental backups.

|

Note MS Exchange option "Circular Logging" is disabled by default
J- in MS Exchange Server 2003/2007, and must be disabled
before creating an incremental DR backup (only). See
Microsoft knowledge base article #Q147524 located at
http://support.microsoft.com/
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3.1 Create a new Agent for your MS Exchange Server

Using the right-mouse button, click on your Workspace.

In Windows CentralControl, click on New Agent. The Agent Properties window
opens.

Enter a Description (the name of the agent) and the Network Address of your MS
Exchange server. The Network Address can be an IP address or a valid hostname.

Enter the Username, Password and Domain.

After the Agent Information and Authentication data has been entered, click Get
Status. If the information is validated, your data is displayed in the Agent Status
window. If the information is not validated, a message from the CentralControl
application appears. Check your information and revise it as required. Once again,
click Get Status.

Click OK.

| When configuring the CentralControl application to connect to
i J a remote Agent, you need to specify a particular username

~and password. For details, refer to “Agent Access Privileges”
in the CentralControl Guide or Help. If an authentication
password changes (i.e. the user listed on the Agent
Properties dialog changes his or her system password), the
Agent Properties dialog must be updated.
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3.2 Create an MS Exchange Server (DB Backup) Job

1. Launch the New Job Wizard. Enter a Job Name, Target, and Vault as
described in Section 4 of the CentralControl manual, “Create a Job”. The
following new features will now appear on the Backup Type panel.

2. On the New Job Wizard — Backup Source Type page, select MS Exchange
Server (Database backup only) from the list, and then click Next.

New Job Wizard - Backup Source Type 2| =l

Select the source of the data that will be backed up by thiz job.

— Backup gource twpe

k5 Ewxchange Server [Database backup only] j

Local Dirive Orly

Metwork, LIMC Share

S Euchange Server [Databaze backup only
kS Exchange Server [mailboxes and public falders anly]

— M5 SOL Server =
Ercommg

< Default: Files with filenames not in the current language may not be
backed up:

Wnieode: &l ez willbe Backed up. Some filenanies will display
impraperlyin e selection acresmns,

¢ Back I Mewt > Cancel

Figure 19. - Backup Source Type
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3. The Source panel will appear. Click the MS Exchange Server box and the
MS Exchange Server will appear in the bottom pane. Click on the server to

expand the contents of the server.

4. With MS Exchange the information storage groups appear. Directory store

information is part of your organization’s Active Directory, which is

contained on the domain controller computer. To back up the directory

store, always back up System State of this Active Directory.

Mew Job Wizard - Source |

2l x|

Select the filels] and/or directany that wou want to backup to the destination. vou
muzt include at least one file or directon in the file lizk.

| ¥ Microzoft Exchange Server ;
= Options...

Filenarne
Encoding

Drefault

il I _’I [Imezode

!

< Back I Mest » I Cancel |

Figure 20. - Back Up Exchange Server Source
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5. Select the MS Exchange database or stores you want to back up, then click
Next.

MNew Job Wizard - Source d

Select the file[z] and/or directony that you want to backup to the destination. r'ou
muzt include at least one file ar directary in the file lizk.

I [ Microsoft Exchange Server :
T ———— — Dphionz... |

= # Microzoft |nformation Store
=) First Storage Group

- (Y Mailbox Stare [EXVS01)

[ ﬂ Public Folder Stare [ExWS01]

Filenarme
Encoding

Drefault

[Ihizade
1] | o

< Back I Mewt > I Cancel |

Figure 21. - Select Database or Stores

6. Click the Options button to open the Server Backup Options panel.

Microsoft Exchange Server Backup Of Lions: ed B

Backup tupe
£ Ful

' |ncremental

v Delete e:-iu:hange log files after backup

0Ok I Cancel

Figure 22. - Server Backup Options
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7. Select the Incremental backup type. The first backup will always be a Full
“seed” of the MS Exchange database regardless of the whether
Incremental or Full is selected. Subsequent to the first backup, only the
transaction log files will be backed up when is Incremental selected. The
default backup type is Incremental.

8. Select the Delete Exchange log files after backup checkbox if you want to
instruct the MS Exchange Job to delete the log files that you have just
backed up. This option helps to conserve space on your MS Exchange
server, and reduces the time required for the next backup. Deselect this
option if you want to maintain the original MS Exchange logs for other
specific purposes.

9. Click Next to proceed to the next step in the New Job Wizard. Complete the
Job as you normally would, and then click Finish.
ATCTetoee)
' You can edit your MS Exchange backup options by
i J opening the Job Properties panel of a selected Job and
' clicking on the Source tab. Follow steps 2-5 above to
complete your MS Exchange backup.
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3.2.1 VSS Backups

If you are running a Windows Agent 64-bit, version 6.5 or above on an MS Exchange
2007 Server, and have installed the MS Exchange Plug-In, you will see an option in
Backup Source Type called “MS Exchange Server (Volume Shadow Copy Service).”

This is applicable to new Jobs only. If you have existing DR type Exchange backups, they
will remain as DR type Jobs. That is, when VSS is present, you will not be able to select
DR for new Jobs. They must use VSS. When editing a DR Job, you cannot change it to a
VSS type Job.

The Exchange Plug-In offers two methods for backing up Exchange with VSS: Full and
Transaction Log (Incremental). When the Full option is selected, the Plug-In will back up
the transaction log and database files for the Storage Groups selected.

When the Incremental option is selected, the Plug-In will back up the transaction log for
the Storage Groups selected. You must have done a FULL backup before this.

With any successful backup of Exchange, the transaction logs for the selected Storage
Groups are truncated.

Mew Job Wizard - Backup Source Type E |

Select the source of the data that will be backed up by this job.

— Backup gource lupe

Local Drive Only _:]

Local Dive Orly
MHetwork, UMC Share
b5 Exchange Server [mailboses and public folderz only]
(M5 Exchange Server [Database backup only]
] = "ali

Default: Files with Hlenames nat in the cument language may not be
backed up.

r Unicode: All filez will be backed up. Some filenames will displag
impraperly in file selection screens.

¢ Back ‘ et > I Cancel

Figure 23. - VSS Backup Source Type
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Mew Job Wizard - Source E |

Select the filelz] anddar directany that wou want to backup to the destination, ou
muzb include at least one file or directon i the file izt
I [ Microsoft Exchange Server 455 :

Hptions.: |

Dhirectamn | File | Recusive |

L BLIZZARDEXCH First Star... * Ve

5§ BLIZZARDEXCH First Star... * ez
EiE.:'.'ul':'-.rF-
Filenarne
Encoding
Drefault
[ micode

¢ Back Hewt > Cancel

Figure 24. - VSS Backup - Source

There are three types of replication strategies in Exchange 2007:

1. CCR (Cluster Continuous Replication) that replicates to another Exchange Server
and has failover capabilities

2. LCR (Local Continuous Replication) that replicates locally

3. SCR (Standby Continuous Replication) that also replicates to another Exchange
server but does not have failover capability

Exchange 2007 uses the Exchange VSS Writer, which also supports non-replicating
Exchange 2007 configurations such as Standalone and SCC (Single Copy Cluster).

Note: For a VSS Backup to work on Exchange 2007 CCR (Cluster Continuous
Replication), you must have only one database per Storage Group.

Typically you would use one backup Job for each Storage Group.
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3.2.1.1 Backup Options

Backup Options

i~ Backup type
& Full

" Incremental

[~ walidate exchange database

[T only backup ackive instance

Cancel |

Figure 25. - VSS Backup - Options

There are three options available to the user when the Exchange VSS Plug-In is
performing a backup.

Backup Type:

The Exchange VSS Plug-In will support both FULL and Incremental (or Transaction Log)
backup. When performing a FULL, the Plug-In will back-up the databases and transaction
logs for the selected Storage Group(s). When performing an INCREMENTAL, the Plug-In
will back-up only the transaction logs for the selected Storage Group(s). By default, the
backup type will be FULL.

Traditionally, an Incremental backup would only contain the transaction log files for the
Storage Groups selected. With this Plug-In, much like the Exchange DR Plug-In, the
transaction logs will be rolled up with the contents of the previous FULL and Incremental
backups. This simplifies the restore process from an Incremental because it can be done
from a single safeset.

An Incremental backup requires that at least one FULL backup has been run previously.
The FULL establishes a baseline for all subsequent Incremental backups.

If the Plug-In determines that it is unable to run an Incremental it ignores the option and
runs a FULL backup instead.

It is possible to select Incremental Backups for both scheduled and ad-hoc backups.
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Validate Exchange database:

When backing up Exchange through VSS, the integrity of the Exchange Database files is
not validated. When selected, the Plug-In will use a utility provided by Exchange to
validate the exchange data during the backup. By default, this option is enabled.

The validation runs in parallel with the backup to validate transaction logs and database
files. If it detects an error, the Agent reports the corruption and fails the backup.

The Exchange VSS Plug-In provides an option to validate the integrity of the Storage

Group’s database and transaction log files during the backup. The validation option is
offered as a Job setting as well as a scheduled option.

Only Backup Active Instance:

This option really only applies to backups that are run on an LCR configuration. When
enumerating the list of Storage Groups to be backed up, the Plug-In will determine
whether the Storage Groups support Local Replication (LCR). If all selected Storage
Groups support local replication the Plug-In will use the replica copy for backup. If one or
more Storage Groups do support local replication the Plug-In will use the active copy for
backup. When this is option is turned on, the Plug-In will only use the active copy for
backup. If the Exchange configuration does not support to LCR, the option is just ignored.
By default, this will be disabled.

MS Exchange 2007 allows backups to be performed against a replica copy of the
Exchange database(s) instead of the active copy.
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Include/Exclude:

B Include / Exclude

= --ﬁ_ Wk ZHEd- BT
= ﬂ Firzt Sterage Group
o Mailbox D atabase

F, |
[_’Eﬁ Shared Folder

Path [ File i Hecursive Inchide |

[3 W2k 3E4-EX2E TN Firgt Storage Group =% Ve

Ernlude

I L P { Figrm
e EAETN

Figure 26. - VSS Backup - Include/Exclude Options

Choose a Server or one or more Storage Groups.

Note: With CCR, VSS backups can only be performed at the Storage Group level. You
cannot select an individual database for backup. However you can restore a single
database from a Storage Group.

With LCR and SCR you can select more than one database for backup.

See the subsequent sections of this guide for information about completing the backup.
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3.2.1.2 PowerShell Log Messages

The Agent uses PowerShell to run commands. This will produce PowerShell-related
Eventlog popup messages.

At backup time, you may see a warning message similar to this:

Eventlog Service i x|

The PowerShell Log is Full. I this is the First time vou have seen this
! message, take the following steps:
1. Click Start, click Run, tvpe "eventyiwr”, and then click Ok,

2, Click Powershell, click the action menu, click Clear all Events, and then click Mo,

If this dialog reappears, contact vour helpdesk or swstem administratar,

Figure 27. - “PowerShell Log is full” message

You will need to periodically clear the PowerShell Eventlog messages by following the
instructions on this screen.
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3.3 Scheduling your MS Exchange Backup

1. Select your MS Exchange Agent on the left pane of the CentralControl
application. The MS Exchange Job you created plus the Schedule, Global
and Inventory files appear in the right pane.

Double-click on the Schedule file. The Schedule List appears.
Click the New button. The Schedule Wizard launches.

4. Work through the Schedule Wizard as described in Section 5.1.1 of the
CentralControl manual. “Add a New Schedule Entry.”

5. On the Schedule Wizard — Options panel, make sure Incremental backup
is selected. This ensures that only your MS Exchange transaction logs are
backed up.

6. On the Schedule wizard — Weekly panel, select the days you want the Job
to run. For example, Monday through Friday.

Continue working through the Schedule Wizard until finished.

Repeat the above procedure to run a backup of your MS Exchange Job
once per week with Full backup selected.

9. Next, you should decide how to tailor your backup and recovery options
based on your specific MS Exchange server. See Chapters 5 and 6 of this
Guide.
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3.4 Backing up MS Exchange Mailboxes and Public Folders Only

To back up specific MS Exchange Mailboxes and Public Folders only (brick level/MAPI),
you will need to create a new Job.

1.

Select your MS Exchange Agent on the left pane of the CentralControl
application. Right-click on an Agent to expand its contents, right-click on the

Job to bring up the Job menu, and then click Backup.

This Launches the “New Job Wizard”. Enter a Job Name, Target, and Vault
as you would normally when creating a Job (described in Section 4.1 of the

CentralControl manual).

For the Backup source type, select MS Exchange Server (mailboxes and

public folders only), and then click Next.

The New Job Wizard - Source panel appears. To make a selection, click the

Add button. The “Select MAPI items to back up” panel appears.

Select the items that you wish to back up, and then click Include. To display
or hide folder contents, you can use the +/- boxes, or double-click the

object. Click OK when your selection is complete.

. Include / Exclude

=-{_| 00000002 [16-MaAY-2006 13:37:00.00 -0400)
=1 EP Exchange MAPI

(- Public Faolders

=- Recipients
- ADMINISTRATOR
EH2) HIKGCD1AAA
BH-{[2) Calendar

|:—_'|LEJ| Contacts

E| AdJFBZaDAH - Hikagedl aaa

--E| aglMGZf0mdUrtkc/Sko - Hkoodl aaa

-] BpxékUooLRUnaxc - Hikoedlaaa

[+ buFSKLOeyalZhklp - Hikpedl aaa

H-=) celovz)dUbGpEYBIEE e - Hkood 1332

--E| cillUZub EufifEF alzjfébgiTBdO - Hkocdlaaa

--E| Clpplsllifif ejauisjeEy oW - Hkood1 aaa

--E| DEDEACODMURIguy - Hikocdlaaa

il D P AR shdlk bd YHO A o M and] sss

=

Fath Fie | Recursive |
Eﬁ FEXCHMAPIE \RecipientzhTEST \nboxt ** Yes
G $EXCHMAPIE: \Recipients\HIK GCD TLAAY == ‘Yes
® FERCHMAPIE \Recipientzh\TES T Ynboxino subjecth, = Yes
G SEXCHMAPI$: \Public Folders\EXVS01.03\ Yes

Inelude I
Erclude I
Bemaye (e |

Figure 28. - Select MAPI items to back up

6. By clicking the Options button, you can filter items out of your backup
selection. All items are selected for backup by default. If you do not want to
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back up an item(s), de-select the item(s) by clicking in the appropriate

checkboxes. When your selection is complete, click OK to return to the
Select MAPI items to back up panel.

Backup Options |
— Mailbox — Public folders
¥ EBackup Emal Messages ¥ Backup Email Messages
¥ Backup Calendar ¥ Backup Calendar
v Backup Mates W Backup Mates
v Backup Tasks W Backup Tasks
¥ Backup Contacts ¥ Backup Contacts
IV Include Attachments V¥ Ihclude Attachments
¥ Backup Outbox Folder
¥ Backup Sent [tems
v Backup Deleted Items

I Backup zingle instance of shared entries [requires a second pazs through
Exchange databaze]

k. Cancel

Figure 29. - Backup Options — Mailbox and Public Folders

By customizing Jobs independently, you can reduce both the size and time of
your backup while still backing up the items that you want.

By default, if you have attachments with multiple recipients, the backup will
include every occurrence (i.e., duplicates) of attachments and messages. You
can use this as a normal setting if you don't have many multiple attachments.

If you know you have a large number of duplicated attachments, you can let
the Job scan for them before the backup, and only keep one occurrence of a
shared entry ("Backup single instance of shared entries"). This option requires
a second pass through the entries to find all duplicates. This extra scan may
take more time, but it will use less storage space.

NOTE: If you turn off (uncheck) the “Backup Email Messages” option,
you will not back up any Email messages, regardless of what else you
have selected.
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7. From the Select MAPI items to back up panel, you can also remove objects
from your selection. Select the item that you want to remove from the Job,
and then click Remove Item. Click OK when your selection is complete.

8. Complete the Job as you normally would (described in Section 4 of the
CentralControl manual).

9. Now that the Job has been built, select one of the radio buttons to exit, run,
or launch the schedule wizard. Click Finish to complete the Job.

' MS Exchange allows you to create chains of folders of
S J up to 65,000 characters in length (although individual

' folders in the chain cannot exceed 256 characters).
Chains of folder names that exceed 31,999 characters in
total (for version 6+ vaults) cannot be handled.
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3.4.1 Checking your Backup

After a successful backup, you may check the safeset properties by right-clicking on the
safeset, and choosing Properties (or using F2).

Safeset Properties E |

Job:

Catalog nurmber:;
Location:
Status:
Backup time:
Storage size:
Backup type:
Retention:
Encropted:
Comprezsed:
tedia ype:
T ape label:

E wpiru:

MAPI3

noooooo:2

1921682202

Online

16-k 2% -2006 13:37:00.00 -0400
Original: 5.1 GE Deltized:
Fuill

D aps: Fi Copies:
]

ez

Dizk,

23-MAY-2006 13:37:00.00 -0400

0 bytes

7

Comprezsed:

Archive Days:

0 bytes

o

Figure 30. - Safeset Properties
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In the logs directory you can view the log file that the backup produced. The partial
sample here is the last part of the log of a successful backup. Notice that there were no
“errors encountered”, and no “warnings encountered”.

April08 11:29 EXMA-1-0001 Exchange backup summary

April08 11:29 EXMA-1-0001 server: EXVSO1
April08 11:29 EXMA-1-0001 OK mailboxes: 1
April08 11:29 EXMA-1-0001 OK folders: 10
April08 11:29 EXMA-1-0001 OK messages: 17
April08 11:29 EXMA-1-0001 OK attachments: 12
April08 11:29 EXMA-1-0001 error mailboxes: 0
April08 11:29 EXMA-1-0001 error folders: 0
April08 11:29 EXMA-1-0001 error messages: 0

April08 11:29 EXMA-1-0001 error attachments: O

April08 11:29 SSET-1-0037 committed catalog number is 1

April08 11:29 SSET-1-0035 disconnect from the Vault at 12-APRIL-2010 11:32:03.56 -
0400

April08 11:29 CTLG-1-0001 catalog created

April08 11:29 BKUP-1-0000 errors encountered: 0
April08 11:29 BKUP-1-0000 warnings encountered: 0
April08 11:29 BKUP-1-0000 files/directories examined: 61
April08 11:29 BKUP-1-0000 files/directories filtered: 0
April08 11:29 BKUP-1-0000 files/directories deferred: 0
April08 11:29 BKUP-1-0000 files/directories backed-up: 61
April08 11:29 BKUP-1-0000 files backed-up: 61
April08 11:29 BKUP-1-0000 directories backed-up: 0
April08 11:29 BKUP-1-0000 data stream bytes processed: 384,116 (375.1 KB)
April08 11:29 BKUP-1-0000 all stream bytes processed: 384,116 (375.1 KB)
April08 11:29 BKUP-1-0000 pre-delta bytes processed: 384,116 (375.1 KB)
April08 11:29 BKUP-1-0000 deltized bytes processed: 384,116 (375.1 KB)
April08 11:29 BKUP-1-0000 compressed bytes processed: 147,204 (143.8 KB)
April08 11:29 BKUP-1-0000 approximate bytes deferred: 0 (O bytes)
April08 11:29 BKUP-1-0000 reconnections on recv fail: 0
April08 11:29 BKUP-1-0000 reconnections on send fail: 0

April08 11:29 BKUP-1-0032 job completed at 12-APRIL-2010 11:29:13.72 -0400
April08 11:29 BKUP-1-0033 elapsed time 00:00:23

Figure 31. - Log File

You may also have set the option to receive an email notification on a successful or failed
backup. See section 3.3.5 in the “CentralControl Operations Guide”.
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4

Performing Restores

Restoring an MS Exchange Server (DR) is a two-step process. The first process ends
when the Restore Job ends, and the second one starts right after that if you have selected
the “Start Hard Recovery” option in the restore Job. The progress of the first step is
recorded in the restore log, and the progress of the second is recorded in Windows Event

Viewer.

For MS Exchange 2003/2007, you must un-mount the databases that you are
restoring.

For all MS Exchange recovery strategies, please refer to MS Exchange
documentation.

Restoring selected MS Exchange Mailboxes and Publics folders only is a simpler
process than restoring an entire MS Exchange Server (i.e., disaster recovery). For this,
the MS Exchange Plug-In provides mailbox-level restore options.

4.1

Disaster Recovery Overview

This section describes how to restore an MS Exchange server after a worst-case disaster.

To fully recover from a total disaster, you need the following:

Any replacement hardware, if necessary.

The original operating system disks that were being used. Windows 2003/2008
Server.

Full drive backups of the system drives, and other logical drives where critical
applications or data were installed. A “Full backup” consists of the ‘System State
backup’ and the ‘full drive or system backup’. A ‘System State backup’ for
Windows 2003/2008 Server captures Active Directory, registry, 1IS metabase, and
types of data that may not be backed up by some other backup systems.

MS Exchange database backups.

Along with backups of the information store database, you may also need backups
of ancillary databases such as the SRS databases and KMS databases.
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4.2 Recovering from aWorst Case Disaster

1. Reconfigure hardware that is similar to the original hardware.

2. Create a logical drive that matches the original configuration. Although
hardware does not always need to be identical, be aware that some drivers
that are listed in the backup set may be incompatible with hardware on the
new systems, and may require you to manually remove or install drivers in
Safe mode. Test the system state restoration on replacement hardware
before you actually need to perform a system state restoration.

3. Reinstall the operating system. Install the same version of Windows
2003/2008 as a stand-alone server to the same drives and paths to which
Windows 2003/2008 Server was previously installed. Use the same server
names as those used before.

Using restore, restore full drive backups. The full backup consists of your ‘System
State backup’ and the ‘full drive or system backup’. By restoring the system state,
you have restored Active Directory, the IIS metabase, etc. See the MS Exchange
documentation for further details.

4. In an MS Exchange 2003 environment, you should reinstall MS Exchange
using the /disasterrecovery switch if you do not have a full drive backup
available for restore AND active directory is installed on a separate
machine. If you restore full drive backups and system state information, you
do not need to run setup with the /disasterrecovery switch. The local MS
Exchange installation may be completely functional already. When you use
the /disasterrecovery switch, you must manually select all the components
that were previously installed on the server.

Note: The /disasterrecovery switch only applies for Exchange Server 2003.
For recovering Exchange Server 2008 the command syntax is:
/mode:recoverserver

5. Using restore, restore MS Exchange databases.
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4.3 Restoring the MS Exchange Data

Your MS Exchange Server is restored from one safeset. You need to select the MS
Exchange Server backup Job on the CentralControl application and run the Restore
Wizard.

1. Before restoring your MS Exchange database, you must disable the
database you want to restore.

2. Highlight your MS Exchange Job on the CentralControl application and click
the Restore button. The Restore Wizard launches.

3. Work through the Wizard, as described in Section 7 of the “CentralControl
Operations Guide".

4. On the Restore Wizard — Select Restore Objects panel, click the MS
Exchange Server check box. All MS Exchange objects available for restore
appear in the bottom pane. Highlight the MS Exchange objects you wish to
restore. When you are finished with the Select Restore Objects panel, click
Next or click the Options button to set the available options.

5. Selecting an object enables the Options button. Click the Options button to
open the MS Exchange Server Restore Options panel. For MS Exchange
2003/2007, Hard Recovery is selected by default and Roll Forward is not
selected. For MS Exchange 2003/2007, selecting Hard Recovery will
apply the database and replay the log files.

6. Select Roll Forward based on your choice of restore. When this option is
selected, it restores all MS Exchange information from the backup and “rolls
forward”, keeping any log files created since the last backup. The
advantage of this type of restore is that your MS Exchange information is
completely up-to-date. The disadvantage is that, if one or more of the log
files created since the last backup are corrupt, your restored MS Exchange
database will also be corrupt. When this option is “not” selected, the logs in
the backup replace the log files on your MS Exchange server. The
disadvantage is that you will only have the log files included up to your last
backup, possibly resulting in some information loss. An MS Exchange
Administrator could manually delete MS Exchange logs that are corrupt
from your MS Exchange server and perform the restore without deleting the
log files. Refer to the procedure recommended from Microsoft in this
respect.

Complete the Job as you normally would and Click Finish when done.

For MS Exchange 2003/2007, information stores must be manually
mounted after restore is complete and MS Exchange has finished restoring
the databases as well as replaying the log files. Always check the restore
log file and the Windows Event Viewer Application Log for no errors before
mounting a store.

Note: If, after a bare-metal restore, you are unable to mount the database,
check the following:
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If the error logs had no errors, but you received an error like C1041724,
and ESE Event ID 455 and Event ID 9518. The problem may be that the
System State Restore restored MS Exchange checkpoint files that do not
reflect subsequent MS Exchange DR backups.

To avoid the error, you should delete all the checkpoint files from the
database directory (or exclude them from System State restore) before
restoring the MS Exchange DR backup.

This is a known Microsoft problem. See Microsoft Knowledge Base Article
# 294367, “You cannot mount the database and receive Events 9518 and
455",
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43.1 VSS Restores

If you have used VSS to back up an Exchange database, you can choose to restore the
database to a new location, or to its original location.

If you are overwriting an existing database (which must be on the same Domain), it must
be un-mounted and marked for “overwrite” (in the Exchange Management Console).

If you are restoring to a new location, you must first re-create an empty database with the
same StorageGroup and Database name, by using the Exchange GUI Manager.

The Agent/Plug-In supports the restore of entire Storage Groups and/or individual
databases within a Storage Group. From a workflow perspective, the restore is basically
the same whether restoring from an Exchange Full or Incremental backup. In either case,
the Plug-In will only need to restore from a single backup safeset.

You can only restore to the active node of an Exchange CCR cluster. The restore will fall
otherwise.

Restore Wizard {safeset 00000002) - Select a Source I

Select which tppe of zounce device b restore from;
S -

Resztore from the fallowing Yault;

IF =]

Restare from
f* zafeset: (00000002 [11-FEB-2009 08:40:00.00 -0200] ;I

€ rangeal safesets

— |.]{|r:r_:|:|{|rr| Fi1-FER-2009 (535, 00.00 -0500] _rJ

ho II_'!|'_‘:|'_'|['!:f!l'_‘:l'_'!: [1-FEB:2009 0400000 -0800] ;!

2 Back I Mest s I Cancel I

Figure 32. - VSS Restore - Select a Source
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Storage Group and DB selection for Restore:

From an Exchange server name, you can browse to, and select one or more Storage
Groups by name. Under a Storage Group you can select one or more databases.

(See the section on VSS Backups in this Guide for how VSS works on CCR, LCR and
SCR.)

Restore Wizard {safeset 00000002} - Select Restore Objects E I
I « Microzott Exchange Server W55 5
Optiohz... |
Add

Directary | File | Recursive |
5§ 10180264-9269-401 . = ez

< Back I Hest s I Cancel

Figure 33. - VSS Restore - Select Restore Objects

Note: You may have manually deleted a Storage Group’s transaction log files (if they are
corrupt, for example). If the transaction logs are missing or damaged, an Incremental
restore will not succeed. You should perform a FULL backup before attempting another
restore to recreate the transaction logs.

Restoring a single database to a Storage Group with more than one database could result
in data loss from other databases.

There is an Options button available to the user when the Exchange VSS Plug-In is
performing a restore.
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Start Hard Recovery: When selected, the Exchange Plug-in will replay the transaction
logs, and prepare the restored Storage Group to be used by Exchange. By default, this
option is set to true.

If you do not use this option, the Storage Group will not be available to Exchange. The

Administrator can review and check the restore and Exchange files and database, and
must then manually prepare the Storage Group for Exchange.

Microsoft Exchange Server Restore... [l I

V¥ Start hard recovery

Cancel |

Figure 34. - VSS Restore - Start Hard Recovery

Next, choose what to include or exclude from the restore.
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Storage Group and DB selection for Restore destination:

Similar to selecting a Database to restore from, here you can select a database to restore
to. From an Exchange server name, you can browse to, and select a specific Storage
Groups by name. Under a Storage Group you select a specific database.

B Include / Exclude
=-[_] 00000002 [11-FEB-2009 06:40:C | Name | Size | Date
=& SERCHANGEYSSS: Maibox Databas..  Obytes 11-FEB-200909...

'—:'[3 10180264-9263-4016-34 1 i oot Facha, Obytes 11-FEB-2009 09..

[
i o i | CoBcProgiam Fil.. Obytes  11-FEE-200909..
""" 3 Logs 20aR9426 765 402ME 11-FEB-2009 06...
[ 2cam9426-7d68- . Obytes 11-FEB-200909...

1] | SR EY | »
Path | File i Hecursive Inchude |
Exclude |

Bemoyedtem

Figure 35. - VSS Restore - Include/Exclude
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Next you may choose to Restore your backup files to their Original Location, an Alternate

Location, or to an Alternate database.

Restore Wizard {safeset 00000001 ) - Destination Options

rWhete would you fike to Restore your Files? -
" Restore Files to their Diginal Locations.
(™ Restore Files to an Allemale location.

l
IT Fresatve Deectirg Siuschiae
% [Hestore to atemate database !

| Browese,.. |

To restore lo an alternate Exchange database, only asege database can

be selected for restore.

< Back Next » Cancel

Figure 36. - VSS Restore — Destination Options

See the sections that follow for information about completing the Restore.

Note: If you are overwriting an existing database (which must be on the same Domain), it

must be un-mounted, and marked for “overwrite”.

In the Exchange Management Console, with a database selected, right click on Database

Properties to set the option “This database can be overwritten by a restore”.

Performing Restores
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4.4 Restoring MS Exchange Mailboxes and Public Folders Only

1. Torestore from the MS Exchange Mailboxes and Public Folder safesets
first select your MS Exchange Agent on the left pane of the CentralControl
application. “Right” click on an Agent to bring up the Job menu and select
Restore.

2. This will launch the Restore Wizard. The Source defaults will display the
appropriate settings from the backup. You can select a different safeset to
restore using the drop down menu or a different source location.

3. Select Next and the Logon panel will display the default settings. Click
Next to bring up the Restore Wizard - Select Restore Objects panel.

4. When you select Add, the Select MAPI items to restore panel is
displayed. The databases available are displayed here and their contents
can be expanded and/or selected in much the same manner as when
working within Windows Explorer.

il include ; Exclude X
(=-{_| 00000002 [16-MAY-2006 13:37:00.00 -0400) -
=B Exchange MAPI 5

- Public: Folders

e ]
El% Recipients

% ADMIMISTRATOR

=2} HIKGCD 1444
B-{[2} Calendar
El-{F} Contacts
E| AdJZBZaDAH - Hikgedl aaa
E| agOMNGZI0mlUrkcZSMo - Hkood1 aaa
-] BpxékUooLRUnaxc - Hkoedlaaa
] buFSKLOcyalZklp - Hikgedl aaa
H-=) celoyz)dUbGpEYBJEE e - Hkood1 aaa
E| cillJZuM EufifEF alzifibaTEdD - Hkoodl aaa
E| CJpplslifiufejauseEyY cOuw®y - Hgod] aaa
B DkDizQCADNURIgu - Hkoedlaaa LI

M. D Zaras shdllk bl YH A o HE andl sss

Path Fie | Recursive | Include I

[q-ﬁ FE=CHMMAPIE \RecipientshTEST Unboxk = Yes
Exclude I

CJ $EXCHMAPIS: \Recipients\HIKGCD TLAAN == s

® $EXCHMAPIE: \RecipientshTEST Unboxino subject’ == Yes Bermowve ltem |
Gl SEXCHMAPI$:\Public Folders\EXvS01.034 Yes

Figure 37. - Select MAPI items to restore

According to Microsoft, restoring to a PST file has the following limitation: The
maximum size a PST can be is 20 gigabytes for Exchange 2003/2007.

When creating a PST file / restoring to a PST file the default password is
"password".
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Be aware that when restoring to a PST file, you will overwrite any information
previously stored in that location if any exists. You will NOT be prompted with a
warning.

5. Click OK to continue when your selection is complete.

6. You can also search the restore catalogue for objects to restore by clicking
on the Search button. Enter the message name to be searched for in the
field and check one or more “type” from the Messages, Mailboxes, and
Folders checkboxes. You can use wildcards in your search such as “*” and
“?”, where “*” will allow all and “?” will allow a single character wildcard
replacement. As a mailbox can sometimes contain thousands of files, you
have the option to cancel the search by clicking the cancel button.

7. To remove an object from your restore, select the object and then click
Remove.

8. The next panel is the Restore Options - Destinations Options panel.
Restore to MS Exchange Database is selected by default. To restore to a
different location click the Restore to directory on disk PST File radio
button. You must enter a valid PST location for this restore or click Browse
to find the location you want to use. The New mailbox radio button is
currently not supported and is grayed out. Every mailbox store selected will
create a PST file.

«weey Restoring to a PST file has the following Microsoft
Note limitation. The maximum size a PST file can be is 20
J- gigabytes for Exchange 2003/2007.

In order to allow restoration to a PST file the user needs to do the following:

a). Add "Personal Folders" service to the MS Exchange profile (via Control
Panel\Mail).

However, on Windows 2003, by default there is no Mail Control panel. Without
Outlook installed, the Profile Manager tool does not present the option to
create a Personal Folders Service. Outlook should not be run on the same
machine as is running the Exchange. (See MS Knowledge Base article
#0Q266418.)

To circumvent this, manually copy c:\Program Files\Common Files\mapisvc.inf
from a system with Outlook installed to c:\winnt\system32\mapisvc.inf on the
Exchange Server. This allows the user to select Personal Folder service option
while using the Profile Manager tool.

MAPISVC.INF is a file that contains configuration information for the MAPI
subsystem, message services, and service providers. Your mapisvc.inf file
from an Outlook system should have a line in [Services] such as: “MSPST
MS=Personal Folders” as well as a section that has “MSPST"” as its title. Any
DLLs in this section should be available on the system. Note that any DLL files
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mentioned, such as emsui.dll, emsabp.dll and emsmdb.dlIl are actually found
as emsui32.dll, emsabp32.dil and emsmdb32.dlI

b). With Outlook, perform at least one export to PST file.

9. Click Next to bring up the Advanced Restore Options. Complete the Job as
you normally would. (Click Finish to start the restore.)

4.4.1 Troubleshooting

Symptoms:

Exchange databases restored to another location (Mailbox or Public Folder) cannot be
mounted. The Database and backup logs are being retrieved, but it seems like there are
no restore.env files. The database is in a dirty shutdown state, and you cannot replay log
files successfully to bring it back to a clean shutdown.

Description:

The restore.env file is just a checkpoint file, for being able to replay transaction logs on the
server. During a Soft Recovery, the checkpoint file is used to determine where to begin
replaying logs. If the file does not exist, then it will start replaying, starting with the oldest
log.

Hard Recovery does not require a restore.env file, this is why you only see it created
when you restore with the "Hard Recovery" option de-selected.

A restore to another location is exactly that, a "restore" of Exchange database file data to
another location. It is not considered a typical Exchange "recovery", so you should have
no Soft/Hard Recovery options during the restore process.

When the "restore to an alternate location" option is chosen, the Plug-In places the
database and log files in this location. This means that it is the user's responsibility to
correctly use these files.

The 'restoring to alternate location' should only be used if:

1. A normal restore is impossible. The normal restore will not be possible only if the
database or log files are corrupted.

2. The user wants to do some lower level work on these files, e.g. use a third party tool
that might extract some data (e.g. mailboxes) from databases.
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5 DR Optimization

This chapter details strategies on optimizing your backups for the disaster recovery (DR)
component. This method essentially backs up the entire MS Exchange database. The MS
Exchange Plug-In refers to this option as MS Exchange Server (Database backup

only).

5.1 Optimizing your MS Exchange Backup

Optimizing your MS Exchange backups and restores requires creating a schedule of both
regular Incremental backups and periodic Full backups.

The backup/restore speeds for disaster recovery (DR) are far superior to the
backup/restore speeds for the mailbox-level (MAPI) component (for a dataset of the same
size).

The MS Exchange Plug-In (DR Module) has a built-in capability to simplify backup/restore
strategies:

A user should usually use the default "Incremental” setting when setting up an Exchange
backup type.

Optimizing the speed of your restore Jobs requires a periodic "Full backup"”, which backs
up your MS Exchange server by first creating a full seed of the complete database. By
default, all later backups are incremental and are transaction logs only. This means that
only changes are transmitted to the vault. The transaction logs are added to the seed to
produce a complete picture of the up-to-date Exchange database. Over time transaction
logs can accumulate, creating safesets with large amounts of log files. We recommend
performing a "Full Backup" periodically. A Full Backup instructs the Agent to create a new
delta of the complete Exchange database.

To optimize your Exchange backups and restores, we recommend you first create a
backup Job with the Incremental backup type. Schedule the Job to run frequently -
Monday through Saturday for example. Next, create a new schedule to periodically run
the Job with the Full backup type - on Sunday only for example. If you are not sure how
many transaction logs have been added to your safeset, open the Job on the
CentralControl and check its backup log. All Exchange transaction logs are listed together
as .log files.

There might be other cases when you should consider forcing backup to "Full":
i) if a Job fails and log and/or Windows Event Viewer - Applications indicates an
error.
i) when you want to eliminate log files in the backup. This could save time on log
replaying when restoring.
iii) when performing database repair or restoration.

In addition to the above, always check the Job log for the progress of backup and the log
and Windows Event Viewer Applications for the progress of restore. Remember, that
restore is a two step process - the first one ends when restore Job ends and the second
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starts straight after that if you have selected the "Start Hard Recovery" option in the
restore Job. The progress of the first step is recorded in the log and the progress of the
second is in Windows Event Viewer - Applications.

It is recommended NOT to run Full backups within your regularly scheduled MS Exchange
maintenance time window. Your maintenance will be put on hold during a backup.

For all MS Exchange recovery strategies, please refer to Microsoft Exchange
documentation.

For MS Exchange 2003/2007 backup and restore, see
http://www.microsoft.com/technet/ .

The following pages illustrate how different backup schedules will affect your vault storage
for various sizes of MS Exchange databases.
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5.2 Choosing a Backup Schedule (DR only)

The following three scenarios present three different MS Exchanges with different
amounts of daily traffic and number of users. The recommended backup schedule differs
based on the size of you MS Exchange database as well as your backup and
communication needs.

e, FOF Medium Traffic / ~1000 Users, see figure 38

Note

J_ For Low Traffic / ~250 Users, see figure 39

For High Traffic / ~4000 Users, see figures 40 and 41

The examples also show how the schedule can affect your safeset.

Note: Your actual results will vary depending on your traffic, database maintenance, and
archive settings. (Note: Logs are data, and are considered as part of the total data
transferred.)
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5.2.1 Medium Traffic / 1000 Users

Gigabytes of data gb|

Figure 38. - Medium Traffic / 1000 Users

In the example, the MS Exchange Server has approximately 16gb of data and
approximately 1gb of daily data traffic or 1000 users. Notice on Saturday the Full backup
is performed. All changes (delta) to the MS Exchange are transferred to your safeset and
the size of the safeset is reduced. This is because the accumulated weeks Logs
approximate the week’s changes and have already been incorporated into your MS
Exchange database.
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5.2.2 Low Traffic / 250 Users

{Incremental) Thursday

{Incremental) Friday
{Fully Saturday
{Incremental) Sunday
o 1 2 3 4 5 i} gb
Gigabytes of dxta

Figure 39. - Low Traffic / 250 Users

In the example, the MS Exchange Server has approximately 4gb of data and
approximately 250mb of daily data traffic or 250 users. Notice that on the second week’s
Saturday a Full backup is performed. All the changes (delta) to the MS Exchange are
transferred to your safeset and also the size of the safeset is reduced. This is because the
accumulated 2-week Logs approximate the 2-week’s changes, and have already been
incorporated into your MS Exchange database.
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5.2.3 High Traffic / 4000 Users

Gigabytes of data

Figure 40. - a) High Traffic / 4000 Users — Twice Weekly Full

In this example the MS Exchange Server has approximately 64gb of data and
approximately 4gb of daily data traffic or 4000 users. Notice that on the mid-week
Wednesday Full backup and on the Saturday Full backup, all the changes (delta) to the
MS Exchange are transferred to your safeset and the size of the safeset is reduced. This
is because the accumulated 3-day Logs approximate the changes over these 3 days and
have already been incorporated into your MS Exchange database.
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I L 10 20 30 40 50 B0 in &0 glu
Gigabytes of data

Figure 41. - b) High Traffic / 4000 Users — Once Weekly Full

In the case of a High Traffic server you might not want to use your communications
bandwidth for backups during the mid-week period. In this case you may prefer using the
schedule outlined in this figure and perform a Full backup on Saturday only. The speed of
your bandwidth and your backup time window schedule may be determining factors. Also,
a Saturday Full backup can defer onto Sunday if needed.
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5.3 Backups and Maintenance

This section discusses:
¢ How maintenance affects your backups,
e How backups affect your maintenance,

e Deleting log files.

5.3.1 How MS Exchange Maintenance Affects your Backups

Your regularly scheduled MS Exchange maintenance can affect how much data is
transferred to your safeset during a Full backup. If for example you run daily maintenance
on your MS Exchange, then your MS Exchange will be changing considerably each day.
When performing a Full backup, these changes will be incorporated into your safeset.
This will result in longer Full backup times, as you will be transferring more data. Your
maintenance schedule will not however affect an Incremental backup as in this case the
transaction logs are the only data being transferred. Your backup has priority over the
MDB (messaging database) maintenance schedule and as such will complete ahead of
regular maintenance.

5.3.2 How MS Exchange Backups Affect your Maintenance

Your Full backup can also affect how your maintenance is performed as your backup
Jobs have priority over the MDB maintenance schedule. If your maintenance is run
concurrently with a backup Job, your maintenance will be put on hold until the backup
completes. If there is still time within the maintenance schedule window the maintenance
can complete. If however, you ran Full backups every night during the time scheduled for
maintenance, then it is possible that your MS Exchange would not have time to complete
its maintenance. It is important to schedule your maintenance and Full backups so that
they are not in conflict. Running an Incremental backup Job will not significantly affect
your maintenance schedule as only the transaction logs are being transferred. This effect
will also vary depending on the size and activity of your MDB as well as your maintenance
schedule. Maintenance scheduling is done at the storage group level by default within
your MS Exchange but can be customized for each MDB.

|  The MS Exchange (MDB) maintenance schedule, effects,
o] J and defaults are detailed in Microsoft knowledge base
~article Q271222 at http:/ /support.microsoft.com/ This
article outlines performance costs and makes several
recommendations for different scenarios.

DR Optimization Page 68 of 95


http://support.microsoft.com/

MS Exchange Plug-In 6.7 User Guide

The default maintenance schedule for MS Exchange is between 1:am and 5:am. Your
regular maintenance performs three jobs:

1. Checking Active directory for deleted mailboxes.
2. Deleting any mailboxes or messages that are older than your set retentions.
3. Defragmenting the MDB store while still online.

As jobs 2 and 3 are disk-intensive jobs your maintenance should be scheduled outside of
the time scheduled for a Full backup.

Note Running specific MS Exchange utilities such as ESEutil
J. (extensible storage engine) require dismounting the MDB
store. Backups cannot occur while running this utility. See
Microsoft knowledge base article Q192185 at
http:/ /support.microsoft.com/

5.3.3 Deleting MS Exchange Log Files

When setting up your backup Job in the MS Exchange Server Options panel, select the
Delete MS Exchange log files after backup check box to remove from the MS
Exchange database all the log files that you have just backed up. This option helps to
conserve space on your MS Exchange server and reduces the time required for the next
backup. This option when selected will also speed up the restore process, as fewer log
files will need to be replayed. Deselect this option if you want to maintain the original MS
Exchange log files for other specific purposes.
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6 MAPI Optimization

This chapter details strategies on optimizing and streamlining your backups for the
mailbox and public folder level (MAPI) component. This method is user-configured to back
up selected items (mailboxes and folders) within the database(s). The MS Exchange Plug-
In refers to this option as MS Exchange Server (Mailboxes and Public Folders only).

MAPI backups are performed only after a complete DR backup has been performed.

An important difference between backing up the MS Exchange DR (Disaster Recovery
module) vs. backing up specific mailboxes or folders (MAPI) is that it takes four to eight
times longer per gigabyte to perform backups at the mailbox level. This is primarily
because Microsoft optimized the backup protocol for backing up the entire DB, not for
performing backups at the mailbox or folder level. Also, for mailbox and folder level
backups, a pre-scan is required which can slow the process. A slower backup process
may or may not influence your backup selection depending on your specific situation.

Because of speed limitations using MAPI to back up large numbers of users, messages
and volumes of data — the limit is approximately 400 MB/hr — it is recommended that users
do not attempt to use the MAPI backup to back up more than approximately 100 users,
with a total of 400,000 to 500,000 messages, or more than a total of 50 GB of data.

However, to speed up the backup process it is possible to use two MAPI Jobs at the same
time. For example, you may use one Job to back up Public folders, and one to back up
Recipients. Or, you may use one Job to back up one set of Recipients and the other to
back up another set.

You may find that backing up your selected mailboxes and folders pose no problems for
your organization or your system. In this case you may not need to streamline your
backup Jobs or selections at all. However, you may also find that backups of your
mailboxes and folders are taxing your communication bandwidth, or that you are storing
some data unnecessarily. If this is the case you may find it prudent to streamline your
backups. By streamlining your backup selection you can dramatically reduce the size of
the backup and correspondingly reduce the time required to complete the backup, thereby
freeing up your communications bandwidth.
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6.1

Strategies

There are several ways to optimize the backup performance at the MAPI level.

6.1.1

Split up the data by content, using multiple Jobs. Select certain recipients, and/or
certain public folders.

Split up the data by importance, using multiple Jobs. Does everyone need
everything?

Use the selection filters in the Backup Options to skip any unnecessary items.
Set schedule priorities in order to back up the most important files first.
You can run two or three MAPI Jobs simultaneously.

Split by Content

To speed up the backup process, it is possible to use two MAPI Jobs at the same time,
one to back up Public folders, and one to back up Recipient folders.

Along with the other methods listed here, you can select Jobs, the data to back up, and
the scheduling of the Jobs to perform the backups.

6.1.2

Split by Importance

You can create multiple backup Jobs and split them by their importance to your
organization. This will enable you to customize the selection of backup items for the
different Jobs. You may want to create a separate backup Job for mailboxes of your
executives and upper management team only. This would ensure that the most important
mailboxes for your company are backed up, perhaps on a nightly basis. A separate Job
could be created for backing up middle managers as well as other staff. This Job could be
run less frequently, perhaps on Sunday and Wednesday. Splitting the Jobs by their
importance to your organization can free up your communications bandwidth and reduce
the size of your backup storage.
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6.1.3 Using the Filters

Backup Options |
— Mailbox — Public folders
¥ EBackup Email Messages ¥ Backup Email Messages
W Backup Calendar ¥ Backup Calendar
W Backup Maotes v Backup Motes
¥ Backup Tazks v Backup Tasks
¥ Backup Contacts ¥ Backup Contacts
W Include Attachments IV Include Attachments
W Backup Outbox Folder
W Backup Sert ltems
¥ Backup Deleted Items

I Backup zingle instance of shared entries [requires a second pass through
Exchange databaze]

QE. Caricel

Figure 42. - Backup Options — Filters

You can also streamline your backups through the Backup Options filters when you
create your Jobs. You may choose not to back up certain items, such as Calendar,
Attachments, Notes, Outbox, Sent Items, Deleted Items, or Public Folders, within the
Job. You can also omit different items from different Jobs.

For example:

Example 1: For your executives and upper management team, you may want to create a
backup Job that includes Inbox, Attachments, Outbox, and Sent Items. (Note: Inbox is
always selected, and it does not appear as a selectable option.)

Example 2. For your other staff, you may only want to back up the Inbox (selected by
default) and perhaps Sent Items.

By customizing these Jobs independently, you can reduce the size and time of your
backup, while continuing to back up the items that you want.
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Enable Backup single instance of shared entries to force a second pass through the
data to find duplicates. This backup is slower, but smaller, because it does not back up all
occurrences (i.e., duplicates included) of attachments and messages. Disable this option
to avoid the pre-scanning process. The backup will be faster, but the size may be larger.
This is because you are backing up each occurrence of a shared entry without a second
scan (pass).

If you choose not to back up Email Messages, you will not be able to back up attachments
or messages from any folder, except for specific Outlook items (which are handled by
other options).

In order to select Outbox Folder, Sent Items, or Deleted Items, you also need to choose
something from the upper section of the screen (Email Messages, Notes, etc.),
depending on exactly what you need to back up.

6.1.4 Setting Schedule Priorities

It is important that you prioritize the scheduling of your backup Jobs. For example, if you
have created two separate MAPI Jobs for backing up mailboxes (e.g., Jobl for executives
and Job2 for everybody else), you should set your executive backup Job to a higher
priority level than Job2. This will ensure that you back up your most important data first. If
you have set your backup time window for a limited number of hours (based on your need
to keep your bandwidth clear at certain times) and Job2 does not have enough time to
complete, your Job2 backup will terminate and be deferred at the end of this time window.
Your backup will continue when the backup window opens again (unless you have
manually disabled deferring).

You can move your scheduled entries up or down to set their priority using Schedule
Entries > Schedule List in the CentralControl application. For more information on
Backup Time Windows and Schedule Priorities, see the CentralControl Operations
Guide Section 4 (Creating Jobs) and Section 5 (Scheduling Jobs).
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7 Appendix

7.1  Configuring User Accounts for Exchange 2007 MAPI Backup

These steps will guide you as you configure a user account on an Exchange Server 2007:
A. Create a Windows account

B. Create an MS Exchange mailbox

C. Add an Administrator role within Exchange

D. Create a MAPI profile

E. Configure the Agent to use the MAPI account

F. Test the MAPI account

These steps are described in detail as follows.

Note: In addition to properly configuring this user account, ensure that the Microsoft
Exchange Server MAPI Client and Collaboration Data Objects framework has been
installed before creating MAPI backup Jobs.

Note: To work properly on Windows 64-bit, the latest Microsoft C runtime library DLL
(WINDOWS\system32\msvcrt.dll) should be installed. At the moment it has the version
7.0.3790.4034. The default installed dll is at version 7.0.3790.3959 or below.

Update for Windows Server 2003 x64 Edition (KB932590):
http://www.microsoft.com/downloads/details.aspx?Familyld=431F9850-E40C-47

A. Create a Windows account

1. Using Active Directory User and Computers MMC snap-in on the MS Exchange server,
create an account for the MS Exchange Plug-In to use. Make it a member of the following
groups:

* Administrators

» Domain Admins

* Domain Users

* Enterprise Admins

» Group Policy Creator Owners

* Schema Admins
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Mew Object - User I

g Createin:  bleelocal/Users

Eirst name: I Acme Exchange Initials: |

Last name:; |

Full narne: | Acme Exchange

Lzer logon name:

| AcmeAdmin |@ble&bcal j
IUzer logon name [pre\Windows 2000}
|ELEE"-. IAcmeAdmin

Bach Mext » Cancel

Figure 43. - Create a new Windows user account
New Object - User |

g Create i bleelocal/Users

Passward: |“""

Confirm password: |"""|

[ User must change password at next logon
¥ Uszer caninot change passwond

V¥ Pazzword never expires
[ Account iz dizabled

< Back Mext » Cancel |

Figure 44. - Assign password and other account settings (optional)
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New Object - User E |
g Create i blee local/lzers

When you click Finish, the followang object will be created:

Full name: Acme Exchange ...‘:..l
Uzer logan name: acmeadmin@blee.local
The uzer cannot change the password.
The pazsword never expires.
< Back Cancel |

Figure 45. - Verify user information is correct

ExchangeProperties — EH|
Remote contiol | Teminal Services Profile | COM+
General | Addiess | Account ] Profile ] Telephones | Organization
b ember OF I Dialin ] E nwironment | Seszions
Member af:
Mame | Active Diectory Folder
Administrators blee local/Builltin
D amain Admins blee local/Users
Dormain Users blee local/Users
Erterprise Admirng blee local/Users
Group Policy Creator Dwners  blee local/Users
Schema Admins blee local/Uzers
1| | =]
Md I F.._.-. Cr |
Frirnary group: Domain Users
et Primary Group There iz no need to change Primary group unless
- - you have Macintosh clhents of POS[EX-compliarnt
applicalions.
[ ok ] cancel | apey |

Figure 46. - Assign Windows Group Membership to the account
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2. Use the Domain Controller Security Policy MMC snap-in. Under Security Settings >
Local Policies > User Rights Assignment, grant the following user rights to the Windows
account created for the MS Exchange Plug-In (created in Step 1 above):

* Act as part of operating system

* Log on as a service

File  Action \iew Help

I:m Default Domain Controller Security Settings

&= | OEXB @

@ Security Settings
- account Policies
EI Local Palicies
C Eedg) Audit Palicy
o tights Assignment
Securiby Options
5 Event Log
-8 Restricted Groups
{3 System Services
@ Reqistry
; {C8 File System
"I" Wireless Metwork (IEEE 02,113
27 Public key Palicies
- Software Restriction Policies
,g IP Security Policies an Active Dire

1 | T

Palicy 7/

| Policy Sekting | -

.ﬁ.ccess this computer from the network
.ﬁ.ct as part of the operating system
.ﬁ.dd workstations bo dorain
.ﬁ.djust memory quokas For a process
F'.Ilnw log on lacally

.ﬁ.llnw log on through Terminal Services
Back up files and directories
Bypass traverse checking

Change the syskem time

Create a pagefile

Create a token object

Create global objects

Create permanent shared objects
Del:nug programs

—k

Pre-windomws 2000 Compatible Acc. ..

Authenticated Users

Administrators, NETWORK SERYIC, .,

Print Operators, Server Operatars, .., —
Mot Defined

Server Operators,Backup Operato. ..
Pre-windows 2000 Compatible Acc...
Server Operators, Administrators,L. ..
Administrators

Mok Defined

Administrators ;I

Figure 47. - Assign User Rights
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Act as part of the operating system Properties ﬂ I

Security Policy Setting | Explain This Setting |

Act az part of the operating system

¥ Define these policy settings:

BLEE/acmeadmin

Add Wser o Growp... Hemove I

| (14 I Cancel Aoply

Figure 48. - Add Security Policy settings

3. In the Local Security Settings MMC snap-in, go to Security Setting > Local Policies >
User Rights Assignment. Confirm that the account created for the MS Exchange Plug-In
has the “effective” policy setting in place for the rights assigned in Step 2 above. There
may be a delay before the “effective” local policy settings become active. The delay will
depend on the Active Directory topology and replication settings.
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B. Create an MS Exchange mailbox for the account

Using the Exchange Management Console, create an MS Exchange mailbox for the newly

created account:

[N
==

3 Intraduction
1 Uzer Tupe
e b ailbos

Completion

Help |

all [ MNew Mailbox

Introduction
Thiz wizard will gquide you through the steps for creating a new maillbox, resource mailbox,
linked mailbox and mail-enabling an existing user.

Choose mailbox type,

Thiz mailbox iz owned by a user to send and receive meszages. This mailbox cannot be
uzed for rezounce scheduling.:

" Foom Mailbox

The room mailbox iz for room scheduling and iz not owned by a uzer, The uzer account
azsociated with rezource mailbox will be dizabled.

" Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not owned by a uzer. The
uzer account associated with the resource mailbox will be dizabled.

 Linked Maibox

Linked mailbox iz the name for a mailbox that is accessed by a secunty principal [uzer] in
a separate, trusted farest,

< Back | Meut » I Cancel

Figure 49. - Create an MS Exchange mailbox
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B Irireduchan
O User Typs
L Mew Maibox
~ Comgletion

Help

f.""'Jr-i New Mailbox

Uszer Type
“fou can cieabe & new uzer of gelect exishng weers for whom you want o create nevs

malboses.

Creste malboges for
™ Mew s

0= Existing users
o X

2 Echange

< Back | et I Cancel

Figure 50. - Create an MS Exchange mailbox (part 2)

Appendix

Page 80 of 95



MS Exchange Plug-In 6.7 User Guide

B Indrceduction
B User Tupe
O Malbox Selting:
L Meve Maibox
I Comgletion

Help

1l New Mailbox

Mailbox Settings
Enber the alizs for the mailbos user, and then select the maibox kecaton and poficy s=tlings:

Alins

Malboy datahass:
|ELD<EH?ENJ?'I|FHH Storage GrouphM sibox Database Browze,,.

[ Managed foder mailbos poloy

[

| T~ Escharge fetieSyne maibox policy:

3 Managed custom loldess are & premium festure of messaging records management.
M zilzomes with pokcies that inclade maraged custom foldesz requie an Exchange
anlerpeize chent access license [CALL

£ Back | Mext » I Cancel

Figure 51. - Create an MS Exchange mailbox (part 3)
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_ atlil New Mailbox
(At
1 Introduchon Mew Mailbox
FY User Tupe When pou click Mew, the lallovang mailbox will be created.
B Mailbox: Settings Configuration Surmmasy:
F M b aifbos i3, Acme Exchange ”
. Completion 2 :
Alias Lcme admin
Server: BLEXCH2007
Storage Group: First Storace Group
Maibos [ slabaze: Mailbox Datshase
Select Chl+C to copy the contents of this page.
Help < Back | Hew Cancel

Figure 52. - Create an MS Exchange mailbox (part 4)

C. Add an Administrator role within Exchange

The user account must now be granted access to all mailboxes that will be backed up
using the MS Exchange Plug-In. Depending on the complexity and security in place within
the MS Exchange organization, this privileged access to mailboxes can be granted at
different levels in the MS Exchange hierarchy and will be automatically inherited down. If
the entire MS Exchange organization is controlled centrally, administrative access can be
granted at the Organization level. In this example, access is granted at the Organization
level.

1. Using the Exchange Management Console, select the Organization Configuration from
the console tree.
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El 3 Server Configuration
Ty Mailbo:
, Client Access
7= Hub Transpork
i Unified Messaging
?_J Recipient Configuration
= Toolbaox

i

L

Fiip

E:H:change Management Console | _ O]
File Action Yiew Help
= T
&= | H
3 Microsoft Exchange Organization Co... Actions
2, Crganization Configuration Exchange Administrators Drganization Configuration o

F

Identit

M ztandalone-exch. localMicrosoft Exchange
£ standalone-exch. localfMicrosoft Exchangs
%standalune—exch.Iucal,l'Micru:usu:uFt Exchange
%standalune-exch.Iucal,l'Micru:usu:uFt Exchange
£, standalone-exch.localfUsers/ Administratar

KN — |

: Madify Configuration Domain ...
5‘;3, &dd Exchange Administrator, ..
|= ExportList...

Wigw L4
|&] Refresh

Help
standalone-exch.local/Microso... «

S~ Remaove

E Help

Figure 53. - Exchange Management Console

2. Right-click the Organization Configuration node and select Add Exchange

Administrator.

3. The “Add Exchange Administrator” wizard will begin. Select Browse, and from the list of
users and groups select the user account created for use with the MS Exchange Plug-In.
Click OK to select the user.

3. Under Role, ensure that Exchange Organization Administrator is selected. Click Add.

Click Finish.
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Add Exchange
a Adminiztraton

I Comgletion

Help

Add Exchange Administrator

Add Exchange Adminiztrator

Thiz wizard helps wou to 23 a new Exchangs administrzton ole. An Exchangs
admristrabor has pesmizsions bo operations as allowed by a cotain ole.

Select the user of group 1o add a3 an Exchange admmisteatar

| &cme Exchange

Select the rofe and scope of this Exchange administialorn:
(¥ Euchange Drganization ddminizhiatos role

" Exchangs Public Folder Adminisirator icle

" Egchange Recipient Administrstor ols

(™ Exchange Yiew Oriy &dmirestrabor ioke

| 7 Exchangs Server ddminizhiatos rols

Select the s=rvedz) lo which thiz role has access:

b=

Cancel

Figure 54. — Add Exchange Administrator
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Add Exchange Administrator

n Add Exchange Completion
Administrator The wizaid completed successfuly. Click Firdsh bo close this wzard.
7 Comgleton Elapsed time: 000000
Summany: 1 itemis] 1 succesdsd, Diailed,
8. Add-Exchangedministrator @ corcletsd. &

Exchange Management Shell command completed
Add Enchanged.drranistratos - dentily ‘blee local/U saredd.cme Exchange'-Role
'O e’

Elapzed Time: 000000

Salect Chilel to copy the contents of thiz page.

Help < Back I Firizh I Cancel

Figure 55. - Add Exchange Administrator — completed

D. Create a MAPI profile

The following steps need to be executed directly on the MS Exchange server computer
itself.

1. Log on directly to the MS Exchange server computer using the user account created for
the MS Exchange Plug-In (in Step A).

2. Use the MAPI Profile Manager 2.0 utility to create a new MAPI profile for the user
account.
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& MAPL Profile Manager 2.0

Eie Edt MNew Help

& 7.9 X

Property [ Type | Valus
Ma Prefiles. ...

Hesw Profile

|A|:me Exchange Cancel

Ready L

Figure 56. - New Profile — Profile Manager

Note: If you have not installed the MAPI Framework "Microsoft Exchange Server MAPI
Client and Collaboration Data Objects" this will not work.

3. Add the MS Exchange Server service to the MAPI profile by selecting New/Service
from the Profile Manager toolbar. Select MSEMS (Microsoft Exchange Server) from the
list of providers.

Add Service ]

Available Service Providers:

x|
Sy Abbr. | Long Hame - (] % I

Microzoft Exchange Server

MSPST AB Perzonal Address Book Cancel
MSPST M5 Perzonal Folders | |

COMTAB Cutlook Addreszs Book

[MAIL Internet E-mail

PR it icrozoft Fax
MSFS Microzaft b ail T
4 | »

Figure 57. - Add Service Provider

4. Enter the name of your MS Exchange server in the MS Exchange Server field and the
name of the MS Exchange Plug-In mailbox (created in Step B) in the Mailbox field.

5. Click the Check Name box and ensure the profile validates. If the MAPI profile does not
validate properly, check the setting on the General property page and retry the validation.
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Microsoft Exchange Server

General | Advanced | DislUp Metworking | Remate Mail|

Microzoft Exchange server

[<Exchange Server Names|

M ailbos:

[ acrmeadmin Check Narme |
When starting

% Automatically detect connection state
" Manually control connection state

Bl Fretarkirg

| 30 Seconds Untl Server Connection Timeout

Ok I Cancel

Apply

Help

Figure 58. - MS Exchange server and Mailbox name

& MAPI Profile Manager 2.0 =]
File Edit Mew Help
@ 5 9% g
=G administratar Propett: | Type | value |
- ange PR_DISPLAY _MAME PT_STRIMNGS Microsoft Exchange Server
= Administrator PR_SERMICE_DLL_MAME PT_STRIMGE emsui.dl
=3 Mailbax - Admiristrator PR_SERVICE_ENTRY_MAME  PT_STRINGS EMSCFg
. . PR_RESOURCE_FLAGS PT_LOMNG z
Microsoft Exchange Directory = - - -
_____ g Public Fald 4 ¥ PR_SERYICE_SUPPORT_FILES PT_Mv_STRINGE 3 :emsui.dl ;;emsabp.dll ;;emsmdb.dil;;
HBlE Folders PR_SERYICE_NAME PT_STRINGS MSEMS
PR_AE_PROYIDERS PT_BIMARY ch: 160%ph: B7 C9 B ED 42 FA BA 49 84 6C 4D, .,
PR_STORE_PROYWIDERS PT_EIMNARY cb: 320%*ph: 9E AQ FE &5 36 0D 90 44 A7 SEEE ...
PR_SERNICE_ExTRA_UIDS PT_EINARY chy 160%ph: 13DBE0 C8 AA DS 10 1A 9B BOO0 ...
PR_OBIECT_TYPE PT_LONG 9
000003012 PT_STRIMGS administrator

Figure 59. - Results — Profile

Manager
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E. Configure the Agent to use the MAPI account

Agent Configuration

"«.J'aultsl Fietentil:unsl Dpen FiIeI N-:utifi-:atil:unl Advanced  Plug-in |

Select Plug-n: [l ==

Plugin Options ...

Legacy Licensing

Lizenhze ke

Test Set

] I Cancel

Figure 60. — Agent Configuration
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Options |
~ Run az
S I acmeadmin
Pa$md: I gggggggg
Confirm password: I ........

D omain: |b!e¢

 Exchange profile

Profile name: IAcme Exchange Test |
[ ok | Cancel |

Figure 61. — Plug-In Options

Once you have completed setting up the backup user for the Agent for use with MAPI
backups, you need to configure the Agent to use the backup user for backups. In
CentralControl, right-click the Agent and select Agent Configuration. From Agent
Configuration select the Plug-In tab. Select Plug-In Options and input the credentials for
the backup user that you have set up to perform MAPI backups.

F. Test the MAPI account

Before you run a backup Job, it is important to ensure that the Job can access all of its
folders and mailboxes. If not, some or all of the mailbox/folder backups could fail.

1. The first screen shows you the list of settings that will be verified:
* MS Exchange Version

» Domain/User Name and password

* MS Exchange Organization/Site/Server information

* MAPI profile exists

If any of these are not verified properly, an error message is presented. You can return to
the Options screen to correct any information. When the data is OK, click Next > to
continue.
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¥Yerify MAPI backup settings - Test

our bazic zettings for the MAPI backup are being checked. IF all the information iz OF.
ther pou can go on to the Mest test, [f there are emars, then an eror meszage will be
dizplaved and you will need to go back and comrect the information provided.

— Quick test results

M5 Exchange wersion - OF

Domain, User Mame and Pazsword - Ok

M5 Exchange Organization, Site, Server infarmation - OF.
MAP| Profile exists - 0K

k5 Exchange privileges for the uger - 0K

¢ Back I Mest > I Cancel

Figure 62. — Verify MAPI backup settings

2. The second screen lets you select either a random sampling test (faster) or a complete
test that checks every folder/mailbox. Normally a random check would suffice. If any of
these tests fail, you can return to accounts, privileges, and profiles to correct any
information. If the tests complete without errors, it means the profile with permissions
should be able to access all the mailboxes/folders. You are returned to the Options screen
that started the test.
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¥Yerify MAPI backup settings - Test

I order to ensure access bo pour Exchange folders and mailboxes, a login test can be
performed. Please zelect a test. If there are any errorz, pleaze change your MS
E=change settings and assign privileges if needed.

— Select MAFI verfication type

f* Random test [short]

Thiz test will login to at least one mailbox in each of the mezzage stores
an the server and will try ta read from the kM5 Exchange public folders

£ Full test

Thiz test will login to every mailbox available on the M5 Exchange
gerver and will traverze the public folder tree.

< Back I Finizh I Cancel |

Figure 63. — Verify MAPI backup settings (continued)

3. To monitor progress a Verify Progress screen shows you the status of each check. If
there are more than 50 errors the verification will halt. It assumes that there are more
errors than “normal”. The problem should be corrected and the verification restarted.

MAPI Test Progress
Status:  Gefting ligt of containers for Public Folders
Y erfication started ;I
Connected
ha
Copy to Clipboard Stop Process |

Figure 64. — MAPI Test Progress
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7.2 Protecting and Recovering Exchange 2007 CCR,LCR

7.2.1 Backup Considerations and Setup
Disaster protection for CCR:

e The Agent must be installed on both the Active and Passive nodes.
o The Cluster Plug-In is not used as there is no shared storage.
For Disaster Recovery protection, you must back up:
e The entire C:\ drives (system state and data) on both the Active and Passive
nodes (OFM or OTM should be used).
e Exchange database

Note: There may be other dependencies/computers in your scenario that should be
backed up as well: Active Directory, DNS, Certificate Services.

Note: The Agent Service running on the Passive Node(s) must have the appropriate
permissions to access the Active Exchange instance in order to obtain information
regarding the mount status of databases.
WORKAROUND: The agent services (BUAgent and VVAgent) should be running as a
domain user with the following permissions: (Domain Administrator account will satisfy
these requirements)

¢ Exchange View-Only Administrator

e Local administrators group (for the active node)

Disaster protection for LCR:

e LCR requires a single installation of the Agent.

e For Disaster Recovery protection, you must back up:
e The entire C:\ drive (system state and data)
¢ Exchange database
Exchange Administrator permissions are required.

Note: There may be other dependencies/computers in your scenario that should be
backed up as well: Active Directory, DNS, Certificate Services.
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7.2.2 Restore Considerations — Steps
Disaster recovery for CCR:

o (If necessary) Re-install OS to the machine where Active Directory, DNS,
Certificate Services will reside.

o (If necessary) Restore Active Directory, DNS, Certificate Services.

e Re-install OS for each CCR node where Exchange will reside.

e Restore the System state and data Job to node 1. Re-boot on prompt. (Your
original static IP’s should be restored at this point.)

e Restore the System state and data Job to node 2. Re-boot on prompt. (Your
original static IPs should be restored at this point.)

¢ You may need to re-start cluster services.
Restore the Exchange database.

Disaster recovery for LCR:

e (if necessary) Re-install OS to the machine where Active Directory, DNS,
Certificate Services will reside.

(if necessary) Restore Active Directory, DNS, Certificate Services.
Re-install OS to the machine where Exchange will reside.

Restore the System state and data Job (Re-boot on prompt)

Restore the Exchange database.
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